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About Phish Your Colleague 

 

 
 
As part of Cybersecurity Awareness Month (CAM), the Phish Your Colleague (PYC) 
activity invited SSA users to create their own phishing emails. The social 
engineering team objective was to educate and engage with SSA users about the 
risks of phishing attacks by encouraging employees to think like scammers, 
understand the tactics they use, and become better prepared to identify and 
report phishing emails. Users submitted their own phishing ideas for a chance to 
win recognition and contribute to improving the SSA’s security posture. 
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Submission Form 

 
SSA users submitted their cleverest phishing attempts for “Phish Your Colleague” 
using an internally developed form. Users across the SSA shared their emails that 
they felt tested their coworkers’ vigilance.  

 

 
 



 

4 
 

Submission Repository  

 
Our repository served as a centralized hub for analysis and evaluation by our 
cybersecurity team, allowing us to glean valuable insights about SSA’s user 
population understanding of phishing attacks. 
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Website 

 
Our resource website serves as the central hub for all things related to 
cybersecurity awareness and education within our organization. Through strategic 
design and user-friendly navigation, we seamlessly direct users to our “Phish Your 
Colleague” submission form, where participants can showcase their phishing 
prowess.  
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Profile Badges 

 
Our profile pages platform serves as dynamic visual representation of our 
organization’s structure and hierarchy. In addition to its traditional role, we’ve 
innovatively integrated a badge system to recognize and showcase individuals’ 
achievements. Through this system, users earn badges based on their 
participation and success in events like “Phish Your Colleague” demonstrating 
their commitment to enhancing our collective security posture. These badges are 
displayed on users’ ongoing engagement in our cybersecurity initiatives.  

 

 
 

Participant Badge 

 

 
 

Winner Badge 
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Communications 

 
We kept users informed about events like “Phish Your Colleague” and badge 
awards through emails, internal messages, and our resource site.  
 
Example of Blurbs: 

        Dive into the deep end of cybersecurity fun during Cybersecurity Awareness 

Month with our "Phish Your Colleague" event – it's a feeding frenzy of creativity! 

       From October 2nd to October 21st, 2023, we're challenging all SSA employees 

to unleash their inner cyber-sharks and whip up their most ingenious phishing 

ideas.          Sink your teeth into the competition, and if your idea gets picked, watch 

as it takes center stage in a thrilling phishing exercise that will have those digital 

predators swimming in circles!                Plus, participants will snag an exclusive 

badge, while those whose ideas are selected will earn a rare badge that's truly a 

fintastic catch!       Let's show 'em who rules the cyber-reef and keep our waters 

safe together by diving in here {Link}           

Example of Email Communications #1 
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Example of Email Communications #2 
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Phishing Email Submission Winners  

 
Hundreds of submissions were sent in from across the agency. We grouped the 
submitters by role and region, and selected winners for each group. The winning 
submissions were sent to the colleagues from that group as phishing exercises. 
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If a user was susceptible to the email, clicking on the link took them to the regular 
training, that also included this message: 
 

 

 

 

The Impact of “Phish Your Colleagues” 

 
The Phish your Colleagues program was an experiment to shift cyber security 

strategy by recognizing that our employes are not just targets but crucial allies in 

our defense against malicious actors. By involving employees in the process of 

crafting phishing, we are not only fostering a deeper understanding of 

cybersecurity threats, but also instilling a culture of vigilance and responsibility, 

particularly among those who interact directly with the public. These collaborative 

efforts help us better fortify our defenses and promote a stronger reporting 

culture.  




