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6 November 2023 

TO WHOM IT MAY CONCERN 

National Institute of Standards and Technology (NIST) 
100 Bureau Drive 
Gaithersburg, MD 20899 

RESPONSE TO THE REQUEST FOR FEEDBACK FOR THE DISCUSSION DRAFT OF THE NIST CYBERSECURITY 
FRAMEWORK (CSF) V2.0 CORE WITH IMPLEMENTATION EXAMPLES 

We are pleased to provide our feedback on the latest proposed changes in the Discussion Draft of the NIST 
Cybersecurity Framework 2.0 Core dated 8 August 2023. 

The opinions contained herein are Ensign’s only. The opinions are provided for consideration in the development of 
the next version of the CSF only. 

This document is prepared for NIST. Ensign InfoSecurity will not be held responsible for parties beyond NIST. The 
circulation of this document to parties beyond NIST must be communicated to Ensign InfoSecurity in writing. 

We trust that you will find the contents of the document meeting your needs. 

Please reach out to me at for any further clarifications or collaborations. 

Yours Sincerely 

Mr. Teo Xiang Zheng 

Vice President of Advisory 

Ensign InfoSecurity (Singapore) Pte. Ltd. 

[This is an electronic document and requires no signature] 

Consulting | Solutioning | Managed Services | Labs 
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Draft of NIST Cybersecurity Framework 2.0 Core with About Ensign 
Implementation Examples 

1 About Ensign 
Ensign InfoSecurity is the largest pure-play end-to-end cybersecurity service provider in Asia. Headquartered in 
Singapore, Ensign offers bespoke solutions and services to address their clients’ cybersecurity needs. Ensign’s 
core competencies are in the provision of cybersecurity advisory and assurance services, architecture design and 
systems integration services, and managed security services for advanced threat detection, threat hunting, and 
incident response. Underpinning these competencies is inhouse research and development in cybersecurity. 

Ensign has more than two decades of proven track record as a trusted and relevant service provider, serving 
clients from the public and private sectors in the Asia Pacific region. More information can be found at 
https://www.ensigninfosecurity.com/. 

The following input is prepared by Ensign Advisory, who provides cybersecurity advisory and assurance services 
to our clients. 

2 Ensign Advisory’s Context of Adopting NIST Cybersecurity 
Framework (CSF) in our Service Offerings 

Ensign Advisory leverages the NIST CSF to advise our clients on their cybersecurity posture. The NIST CSF is 
the primary reference framework for Ensign Cybersecurity Maturity Framework and maturity assessments, where 
we determine our client’s sophistication in understanding and implementation of cybersecurity and cybersecurity 
controls. After the maturity assessments, we devise improvement programs for clients referencing the NIST CSF. 
In addition to maturity programs, NIST CSF is a supplementary framework for other assessments, where other 
frameworks are dictated by client’s scope of work. 

3 Feedback to Discussion Draft of the NIST Cybersecurity Framework 
2.0 Core with Implementation Examples 

Ensign’s input to NIST on the latest draft is as follows: 

1. Concrete improvements to the Examples 

Ensign proposes that all implementation examples for respective subcategories should be aligned with 
Implementation Tiers (i.e., Partial, Risk-informed, Repeatable and Adaptive). We have provided illustrative 
examples for five (5) subcategories, namely GV.RM-01, GV.SC-05, PR.AA-04, PR.PS-01 and DE.A-07. 
Kindly refer to Table 1. Proposed Implementation Examples. 

2. Whether the Examples are written at an appropriate level of specificity and helpful for a diverse 
range of organisations 

Ensign proposes that Implementation Examples should be written and updated according to the 
technology landscape and common technology platforms, which may include, Information Technology 
(IT), Operational Technology (OT), Internet of Things (IoT), and others. 

3. What existing sources of implementation guidance might be readily adopted as sources of 
Examples (such as NICE Framework Tasks) 

Ensign proposes the consideration of MITRE’s additional useful resources such as the MITRE ATT&CK’s 
mitigations, detections and data sources, MITRE D3FEND framework, and MITRE Engage framework. 
These are in addition to the already considered resources of NIST SP 800-53 and ISO 27001. 

4. How often Implementation Examples should be updated 

Ensign proposes that the Implementation Examples be updated annually. 

5. Whether and how to accept Implementation Examples developed by the community 

Ensign proposes that NIST consider how community/industry contributions to the MITRE ATT&CK 
framework is performed and selected contributions are then implemented into the 6-monthly updates to 
the MITRE ATT&CK framework. This could be supported by a permanently manned email account to 
collect and consolidate submissions and subsequently reviewed for inclusion into the annual update. 
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Draft of NIST Cybersecurity Framework 2.0 Core with Feedback to Discussion Draft of the NIST 
Implementation Examples Cybersecurity Framework 2.0 Core with 

Implementation Examples 

The review process could take an open or closed approach. The open approach will require possibly the 
use of the same consultation feedback management approach where the proposed implementation 
examples in a given period is published for feedback and then subsequently reviewed before inclusion 
into the final documents. The closed process will just skip the public consultation process and be handled 
by experts within and/or designated by NIST. 
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