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Director Locascio: 
 
SAP appreciates the opportunity to submit comments in response to the discussion draft of the NIST 
Cybersecurity Framework (CSF) 2.0 with core implementation examples. Overall, SAP is pleased with the 
agency’s continued engagement and collaboration with the public and private sectors in the enhancement of 
this framework. 
 
SAP is the world’s largest enterprise software provider. Since our establishment over 50 years ago, we are 
helping companies of all sizes and in all sectors run at their best. We operate in over 150 countries and have 
over 110,000 team members worldwide. Our core mission is to help the world run better and improve people’s 
lives. SAP customers generate 87% of total global commerce (or $46 trillion annually), and 99 out of the 100 
largest companies in the world run SAP software. 
 
We believe SAP is uniquely suited to provide NIST with insights into the opportunities and challenges associated 
with the implementation of the NIST CSF 2.0. Due to the diversity of the customer baseline and the increasingly 
complex regulatory environment, SAP decided to implement the NIST CSF 2.0 and make it a key priority and 
strategic goal.   
 
We share the agency’s concerns about the evolving cyber threat landscape as well as its impacts on 
individuals and organizations. SAP supports the development of swift and constructive frameworks by NIST to 
strengthen baseline cybersecurity, but we encourage NIST to examine existing international frameworks and 
standards to avoid duplication and foster harmonization.  

 
In closing, SAP encourages NIST to continue engagement and gaining feedback as the agency finalizes the 
CSF 2.0 by conducting workshops, industry roundtables, or leveraging conferences and forums such as SAP 
SAPPHIRE - the world’s largest cloud and business technology event - to engage with thousands of 
companies regarding the adoption of the framework. We hope that SAP’s recommendations support the 
advancement of positive change that leads to a more secure nation. Thank you again for the opportunity to 
engage in the development of this framework. We look forward to collaborating more with NIST.  For any 
questions, please contact Ms. Vanessa Barber in SAP Global Security and Compliance (SGSC) at 
Vanessa.Barber@sap.com. 
 
 
Respectfully Submitted,  

 
 
Daniel Fryer 
Head of Security Policy, Standards & Frameworks 
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INTRODUCTION 
 

We appreciate the opportunity to provide feedback on NIST’s Discussion Draft of the Cybersecurity 
Framework (CSF) 2.0 Core (hereafter NIST CSF 2.0). SAP has made it a strategic priority to align to the 
NIST Cybersecurity Framework and will continue to invest in the NIST CSF 2.0. 
 
Due to the diversity of the customer baseline and the increasingly complex regulatory environment, SAP 
decided to implement the NIST CSF 2.0 and make it a key priority and strategic goal.  Below are key 
reasons for this decision: 
 
• The Framework is outcome-driven and does not mandate how an organization must achieve those 
outcomes.  SAP can therefore enhance already existing cybersecurity activities and has the option to 
align already existing certifications and attestations to the informative references.  This allows for a one 
framework view of all risks and security controls independent of source.  
  
• The Framework is aligned to Special Publications from the NIST organization that offers a key set of 
implementation options originally based on the need for secure critical infrastructure. 
 
• The Framework provides a common terminology and methodology for managing cybersecurity risk to 
communicate with stakeholders inside and outside of the company. 
 
• The Framework leverages the simplified language of cybersecurity risk with target profiles and 
implementation plans which can be leveraged in prioritizing cybersecurity improvement activities and 
enabling investment decisions to address gaps. 
 
• The Framework helps guide key decision points about risk management activities through the various 
levels of an organization from senior executives to business and process level, to implementation and 
operations. 
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Comparing Mappings (Current vs. Proposed) 
 

  
 

 
 Figure 1. Illustration showing the relationship between Function, Category, Subcategory, and Information Reference. 

 
  
















