
 
 
 

 
 

  
  

 
 

       
 

 
 

 
 

 
  

    
 

       
  

     
     

    
    

 
  

   
   

  
   

  
 

 
 

 
 

 
  

     
 

   
   

  
  

   
    

   
 

  
   

     
    

National Institute of Standards and Technology 

cyberframework@nist.gov 

Re: Request for Comment on the public draft of the NIST Cybersecurity Framework (CSF or 
Framework) 2.0 

Dear NIST CSF Team, 

Introduction 

In response to the National Institute of Standards and Technology’s (“NIST”) public draft of the NIST 
Cybersecurity Framework (CSF or Framework) 2.0, Black Kite offers the following views. 

Black Kite’s approach is from the standpoint of having the ability to identify vulnerabilities that are 
commonly used by threat actors by labeling these organizations/entities that have vulnerable products on 
any related asset. The data set is of benefit to network and security professionals in Departments and 
Agencies attempting to determine their cyber vulnerabilities across 20 different technical categories. The 
data set is essential to protect vendor supply chains, at-scale, with highly curated data mapped to industry 
frameworks such as MITRE and NIST standards. 

With the largest cyber threat intelligence data lake in the marketplace, USG agencies rely on our product's 
unique capabilities. Currently, Black Kite is monitoring 80,000 companies for CISA, including 
government agencies, distributed across all 16 critical infrastructure sectors. That includes automating 
CISA’s Known Exploited Vulnerabilities (KEV) tracking and reporting process, DDoS resiliency reports 
for federal agencies and reverse IP enrichment. Black Kite also provides vulnerability mitigation through 
the NSA’s Cybersecurity Collaboration Center, for over 1,000 Defense Industrial Base companies serving 
DoD. 

Comments 

Under Category: Cybersecurity Supply Chain Risk Management (GV.SC), add a Subcategory 

GV.SC-11: Cybersecurity supply chain risk management plans include automation for scalability and 
speed that covers a massive attack surface and gives insight into cyber threats  
Implementation Examples 
Ex1: Identify which suppliers within their ecosystem have access to their data, process their data, have 
access to systems that have their data, or even have access to their systems in general. 
Ex2: Establish an automated and non-invasive process of identifying critical vulnerabilities and 
continuously monitor cyber risk across thousands of suppliers. 
Ex2: Integrate a visualized defensible intelligence dashboard that is digestible to senior stakeholders as a 
tool to prevent or reduce supply chain risk 
Ex3: Escalate a supplier and/or its third-party relationships’ likelihood of a ransomware attack to the 
organization 
Ex4: Develop a response plan by cross-correlating findings to determine the effective course of action for 
remediation using a strategy report that prioritizes and itemizes steps  
Ex5: Automate the gap analysis and use of industry-standard compliance frameworks to map each 
supplier and/or its third-party relationships as part of planning and due diligence 
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