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The World Today

Technology Is Transforming the Battlespace

= The proliferation of knowledge and 200 U.S. R&D Investment (Actual and Projected)
technology erodes historic U.S. . ezt
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= A hyper-competitive environment e e S
. . . * NSF 2015 data predicted R&D investment parity with China in
for National Security technologies 2020
. L. » Feb 2018, NSB estimates China R&D investment parity with U.S.
= The discriminators are speed and by end of 2018

cycle time

-2017 GLOBAL R&D FUNDING FORECAST WINTER 2017 Industrial
Research Institute, R&D Magazine

R&D - Research & Development
NSB - National Science Board
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State of play…

Our adversaries have watched us for years

They've seen our equipment, watched our tactics, techniques and procedures, and determined our concepts of operation. 

Exploit weakness / avoid strengths

China committed to R&D – achieve regional dominance

China is outpacing the U.S. – dramatic increase

Knowledge is global & easy to access
	- increased capability
	- advanced manufacturing

Speed is becoming the discriminator
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National Defense Strategy and Digital
Engineering Strategy

Reform the Department for Greater Objective:

Performance and Affordability: « Guide the

* The current bureaucratic approach, centered planning,
on exacting thoroughness and minimizing development,
risk above all else, is proving to be and
increasingly unresponsive. We must implementation
transition to a culture of performance where of digital
results and accountability matter engineering

services and
agencies

Expected Impact

* Increase technical cohesion and
awareness of system in lifecycle
activities

e Reform the Department’s
business practices for greater
performance and agility

Our Response:

* to prioritize speed of
delivery, continuous
adaptation, and
frequent modular
upgrades.

[l k.1
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Mational Defense Strategy

Thie Riniped Setasou ol Amenca

I across the

https://www.acq.osd.mil/se/initiatives/init_de.html
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Digital Engineering to Service Secretaries

and DEPSECDEF

THE UNDER SECRETARY OF DEFENSE

3030 DEFENSE PENTAGON
WASBHINGTON, DC 20301-3030

RESEARCH JUM 2 5 0tk

AND ENGINEERING
MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
SUBJECT: Digital Engineering Strategy
I approved the Digital Engineering Strategy as an important step forward in modernizing
the Department of Defense’s engineering and acquisition practices. The Strategy sets a new

vision for the way we conceive, build, test, field, and sustain our national defense svstems, It
also transforms how we must train and shape the workforee to use digital engineering practices.

We are transitioning from strategy to action. In light of our current and future challenges,

technical and operational complexity, as well as our increasingly capable adversaries, we are
charged with integrating new capabilities, adapting warfighting approaches, and changing our
business practices. You, the Services, and vour engineering commands, are in a unique position
to help the Departiment move the needle on developing and modernizing these new digital
practices 1o achieve greater perfonmance and affordability in our warfighting systems. Thank
you for your continued efforts to advance the state of Digital Engineering practice. [ look
forward to seeing your implementation plans and pilots by the end of the calendar year.

We will convene a Digital Engineering Summit at the National Defense Industrial
Association’s 21* Annual Systems Engineering Conference in Tampa, Florida, from
October 22, 2018 to October 25, 2018. We invite the Services and agencies 10 share information
about their Digital Engineering implementation initiatives and 1o demonstrate your capabilities.
My digital engineering lead is Ms. Philomena M. Zimmerman at 571-372-6695 or
philomena.m.zimmerman.civi@mail.mil. She will coordinate the Digital Engineering activities,

implementation plans. and the Summit.

Michael D. Griffin

e SALs

“The strategy sets a new vision for the way we
conceive, build, test, field, and sustain our national
defense systems.”

“It also transforms how we must train and shape
the workforce to use digital engineering
practices...”

“We will convene a Digital Engineering Summit..”

“We invite the Services and Agencies to share their
Digital Engineering Implementation initiatives...”

Separate memo to DEPSECDEF:

“l expect the first implementation plans from
each Service by end of December 2018~
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Digital Engineering Overview

= What is Digital Engineering?
— Combines model-based
techniques, digital practices,
and computing infrastructure

— Enables delivery of high pay
off solutions to the warfighter
at the speed of relevance

» Reforms Business Practices

— Digital enterprise connects
people, processes, data, and
capabilities

— Improves technical, contract, and
business practices through an
authoritative source of truth and
digital artifacts

Formalize the
Development,
Integration and
use of Models

Provide an
Authoritative
Source of Truth

Establish
Infrastructure
and
Environments

Transform
Culture and
Workforce

DIGITAL ENGINEERING ECOSYSTEM

O erations
TCC"[”"'DQYI Production & & Su%pmi ( 85)
Maturation & Risk M: 0 Deployment (P&D)
Reduction (TMRR) 1

PROCESSES TOOLS HWI/SW

Modernizes how we design, operate, and sustain capabilities

to outpace our adversaries
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Background:
Our workforce uses stove-piped infrastructure, environments and data sources in isolation to support various activities throughout the life-cycle 
Communication, collaboration and decisions are through static disconnected documents and subject to interpretation


AT&L reorg
Chief Technology Officer, organization responsible for outpacing the threat and seizing on technological opportunities 
Foster a culture of innovation within the Department 
Deliver proven technology to the Warfighter more quickly and affordably with improved sustainability. 
Primary sources of technical expertise using our unique talents and skills. Innovative thinking and problem solving will be critical for both USDs if we're going to be responsive to warfighter needs and continue to improve. 



Goal 1: Formalize the development

integration, and use of models to inform
enterprise decision making

Specialty Engineering Models

Verification and
Validation Models

Focus Areas:

1. Formalize the planning for models to support
engineering activities and decision making
across the lifecycle

2. Formally develop, integrate, and curate
models

3. Use models to support engineering activities
and decision making across the lifecycle

Challenges

Short Description ‘

Model

Integration

Model
Curation

Models are not developed or
used across domains, acquisition
phases, and programs.

Model

Credibility

Models are not curated such that
information can be preserved,

discovered and used across the
lifecycle.

Traditional VV&A approaches do
not account for model credibility
and trust in the digjtal age.
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Goal 2: Provide an enduring
authoritative source of truth

Challenges

Short Description ‘

Vast amounts of data are

AU ()10 =B ' scattered across multiple stove-
Data piped systems and

organizations in various forms

+ Audit l Maturation & Risk
uditing e naly Reduction (TMRR)
» Business — Cost Estimating e g Phase

» Business — Financial
Management

+ Contracting

+ Engineering

+ Facilities Engineering

+ Industrial Contract Property

g
+ Information Technology
» Life Cycle Logistics
» Production, Quality, & " 1l 1 \ =1 Y v M“ 1l 4
Manufacturing v 1 N | o -
» Program Management F ‘ '

+ Purchasing = Jall ¢ 512
-5 iel nce&Tech ology Authoritative Sourceof gruth
- il ) ]

-Tes! dE Iuatlu

Managing and controlling data
Governance |[ErUi=SEelc fragmented or ad

A hoc

o Exchanging digital artifacts in
1. tPrIatrr\] and develop the authoritative source of Digital Artifacts [ document-based culture
u
Govern the authoritative source of truth
3. Use the authoritative source of truth across
the lifecycle

ﬂ
U

U

N
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Goal 3: Incorporate technological

Innovation to improve the engineering

practice

End-to-End
Solutions
Engineering
Focus Areas Practice
Innovation

1. Establish an end-to-end digital engineering

Short Description

Challenges

A

Digital engineering activities are
disjointed across the lifecycle

Transforming the way engineers
leverage technology to be
responsive to change

enterprise
2. Use technological innovations to improve

the digital engineering practice
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Goal 4: Establish a supporting infrastructure and &
environments to perform activities, collaborate,
and communicate across stakeholders

ENGINEERING ENVIR
| TAL NME
/ "r

pIG

Challenges
Short Description ‘

e svtomin

Limited strategjes for protecting
and securing the integrity of
classified and proprietary digijtal
data

IP & Critical
Technology

Protection

~ METHODOLOGIES
FUNLONYLSVUINI LI

IT infrastructures not designed

Focus Areas IT for complex digital model-based
LUERICE U engineering activities

1. Develop, mature and use digital engineering
IT infrastructures
2. Develop, mature, and use digital engineering

Current methods process and
methodologies \[ialele Siufelo] 558 | tools do not holistically support

3. Secure IT infrastructure and protect e the digital engineering activities
intellectual property
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Goal 5: Transform the culture and workforce

to adopt and support digital engineering
across the lifecycle

Leadership Training and
Education

Communica tion Strategy and Continuous
and Engagement Implementation Improvements

~ L ERE

\

Focus Areas

1. Improve the digital engineering knowledge

base

2. Lead and support digital engineering

transformation efforts
3. Build and prepare the workforce
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Challenges

Short Descrlptlon ‘

Workforce Skills

Training

Policy,
Guidance, &
Standards

L|m|ted incentives workforce
skills, insufficient training
capacity and resources to meet
the demand

Metrics

Limited policies, guidance, and

standards to comprehensively

address digital engineering
activities

Lack of a common set of metrics
that serve as leading indicators of
adoption and effectiveness

10


Presenter
Presentation Notes
Goal 3: Incorporate Technological Innovation

As Is:  
Can’t keep pace with technology or changing needs
Pockets of the acquisition process are digital
To Be:  
Digitally connected end-to-end enterprise for all elements of the acquisition process
Incorporates technology innovations (Big Data and Analytics, Cognitive Technologies, Computing Technologies and Digital-to-Physical Fusion Technologies)
Benefits: 
Improve the engineering practice
Gain greater value from the data to drive decisions and the best course of  action
Let humans to do what they do best and machines do best 
Powerful machines to process, store and exchange data and to computationally solve problems
Optimizes design, development, delivery, operation, and sustainment complex systems

Big Data and Analytics: Big Data provides the ability to analyze massive and complex datasets containing a variety of data types from a multitude of sources (e.g., computers, mobile devices, sensing technologies).  By processing searching, and discovering patterns in massive amounts of data, leaders can gain greater value from the data to drive decisions and actions.  This process is referred to as analytics, which makes use of the data to support decision making by providing deeper insights into what happened (descriptive analytics), why something happened (diagnostic analytics), predicting what can happen (predictive analytics), and exploring the best course of action among various alternatives (prescriptive analytics).  
Cognitive Technologies:  Cognitive analytics and technologies are the next frontier of innovations that apply human like intelligence through a wide range of innovations.  These include but are not limited to: artificial intelligence (to include deep learning and machine learning), semantics, speech, voice, image recognition, natural language processing and translation to automate or augment human decisions and actions. These technologies are at the core of autonomous learning systems, human-machine collaborative decision making, assisted human operations, advanced manned-unmanned system operations, and network-enabled and autonomous weapons that can operate in a future cyber/electronic warfare environment.
Computing Technologies: New frontiers have been forged to significantly improve the effectiveness and efficiency of the infrastructure and environments.  The increase in the power and speed of machines, storage, and network connectivity spawned innovations in computing technologies to include: high performance computing, advanced networking, storage, and cybersecurity technologies.
Digital-to-Physical Fusion Technologies: These technologies (e.g., Digital Twin, 3-D printing, visualization, virtualization, augmented reality) will link the virtual and physical world.  The expectation is that a digital models of the physical asset are created in the virtual environment.  This digital copy of the physical world enables prototyping, experimenting, and testing out solutions virtually before they are delivered to the warfighter.  The physical asset then ties back (e.g., through physical devices to include sensors and remote monitoring technologies) to the digital models that represent the system of interest.  


Goal 4: Establish Infrastructure and Environments

As Is:  
There is a wide range of organization-specific infrastructures and environments that are implemented on a program by program basis
Current solutions do not fully support the complexity of solutions being developed
To Be:  
Consolidated collaborative trusted and secure environments
Delivers advanced capabilities that keep pace with technology, enhances cybersecurity and intellectual property protections, and improves information sharing across stakeholders

Benefits:  
Provides the infrastructure and environments to enable the Digital Engineering goals

Goal 5: Transform Culture and Workforce

As Is: 
Traditional acquisition culture 
Driven in part by public law, regulation, policy, and guidance
The workforce operates in a stove-piped manner
To Be: 
Institutionalize Digital Engineering across the DoD, industry and academia
Workforce operates in a collaborative, integrated, digital model-based environment 
Benefits: 
Takes a deliberate and systematic approach to plan, implement, and support the transformation
Effective transformation efforts depend on acquisition culture
Improve organizational and workforce readiness through key enablers


Digital Engineering Way Ahead

Collaborators/Partnerships

Strategy & Service Plans

Next Steps

—Td’."
LOCKREED MARTIH E ﬁ .
| Rolls-Royce wosmmor (/| IFLFESNE

+ Academic
e EAU

ssssssssssssss udorr hoguinition Ushweslty

Outlines DoD'’s five strategic goals for
Digital Engineering initiatives

Service Implementation Plans

egf N7

Regular monitoring of
Service Implementation
Plans by USD(R&E)/AC
leadership

Service, Industry, Academic,
and Standards organization
collaborations to further the
Digital Engineering
implementations

Address challenges

INCOSE/NDIA Digital
Engineering Information
Exchange Working Group to
advance concepts

Research areas initiating in
curation and credibility

Implementing Digital Engineering Across the Department

Distribution Statement A: Approved for public release. Distribution is unlimited. DOPSR Case #18-S-2365 11




DoD Research and Engineering Enterprise
Solving Problems Today — Designhing Solutions for Tomorrow

T ———

DoD Research and Engineering Enterprise Defense Innovation Marketplace Twitter
https://www.acg.osd.mil/chieftechnologist/ https://defenseinnovationmarketplace.dtic.mil @DoDInnovation
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For Additional Information

Philomena Zimmerman

OUSD(Research & Engineering)
(571) 372-6695 | Philomena.M.Zimmerman.civ@mail.mil

Tracee W. Gilbert, Ph.D.

SETA Contractor Digital Engineering Lead
(571) 372-6145 | Tracee.W.Gilbert.ctr@mail.mil

Darryl L. Howell

SETA Contractor Support
(571) 372-6699 | Darryl.L.Howell.ctr@mail.mil
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If you have follow up questions or concerns, our contact information is listed here.


Digital Strategy Goals and Focus Areas

Digital Engineering (DE) Vision:
Modernizes how the Department conceives, builds, tests, fields, and sustains our national defense systems.

1 2 4 5

Formalize the Provide an Establish a supporting Transform the culture
development, enduring, infrastructure and and workforce to
integration, and use of authoritative environments to adopt and support
models to inform source of truth perform activities, digital engineering
enterprise and collaborate, and across
program decision communicate across the lifecycle
making stakeholders

Formalize the planning for
models to support Plan and develop Establish an Develop, mature, and
engineering activities and the authoritative end-to-end digital use digital engineering

Improve the
digital
engineering

M
PRl decision making across source of truth engineering enterprise IT infrastructures knowledge base o
< the lifecycle 2
1T}
o _Formally deavelop, Govern the authoritative Develop, mature, Lead and support 2
< integrate, and curate source of truth and use digital digital engineering >
0 models Use technological engineering transformation :
= innovations to methodologies efforts >
O Use models to support Use the improve the digital (7))
O engineering activities authoritative engineering practice Secure IT infrastructure _
L. and decision making source of truth i Build and prepare the
] _ and protect intellectual Kf
across the lifecycle across the lifecycle property workforce

METHODS, PROCESSES, TOOLS, TECHNOLOGY, DATA, PEOPLE
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Challenges

* |dentified cross-Service Challenges for each DE Strategy Goal
* Working with Services to develop way ahead to address challenges

I.'Goal 1 - Goal2 ' Goal 3 === Goal 4 . Goal5

Model Integration Authoritative End-to-End IP and Security Workforce Skills/
Data Solution Protection Training

Engineer

Model Curation Governance Practice IT Infrastructure
innovation

Policy/Guidance
Standards

Model Credibility § Digital Artifacts Methods/Tools/ Metrics
Processes

Distribution Statement A: Approved for public release. Distribution is unlimited. DOPSR Case #18-S-2365 15



	Ms. Philomena Zimmerman�Office of the Under Secretary of Defense for �Research and Engineering��National Institute of Standards and Technology �Model-Based Enterprise Summit 2019 | April 3, 2019
	The World Today�Technology Is Transforming the Battlespace 
	National Defense Strategy and Digital Engineering Strategy
	Digital Engineering to Service Secretaries �and DEPSECDEF
	Digital Engineering Overview
	Goal 1: Formalize the development, integration, and use of models to inform enterprise decision making
	Goal 2: Provide an enduring authoritative source of truth
	Goal 3: Incorporate technological innovation to improve the engineering practice
	Goal 4: Establish a supporting infrastructure and environments to perform activities, collaborate, and communicate across stakeholders
	Goal 5: Transform the culture and workforce to adopt and support digital engineering across the lifecycle 
	Digital Engineering Way Ahead 
	DoD Research and Engineering Enterprise�Solving Problems Today – Designing Solutions for Tomorrow
	For Additional Information
	Digital Strategy Goals and Focus Areas�
	Slide Number 15

