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Abstract—Allowing selfish agents to acquire and exploit system
information has both positive and negative effects on the overall
performance of resource allocation systems. The positive effect
results from reduction in the uncertainty inherently present in
large-scale systems. The negative effect, which can be mitigated
through congestion pricing, is due to agent selfishness. However,
current research, concentrated around the notion of “Price of
Anarchy”, is mostly concerned with the negative effect. This
paper evaluates systemic risks/benefits of selfish agent ability to
acquire and exploit dynamic system information in a specific case
of selfish routing in a large-scale, random, loss network. Our
analysis indicates that the beneficial effect of this ability
dominates in a case of high system uncertainty - low load, while
the negative effect dominates in a case of low system uncertainty -
high load. In the intermediate cases while the beneficial effect
still dominates in the “normal” operating mode, the negative
effect manifests itself in a risk of cascading overload driving the
system to an emergent metastable, i.e., persistent, congested
mode. Future research should consider resource allocation
models with elastic selfish users and evaluate effect of the
congestion pricing.
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L INTRODUCTION

Assessment of centralized vs. decentralized control schemes
in complex distributed systems is of utmost importance for
understanding and controlling these systems performance.
Computer science and networking communities have
developed and investigated several measures, including “Price
of Anarchy”, quantifying loss in performance due to lack of
coordination among selfish agents [1]. These measures,
however, do not take into account arguments in favor of
decentralization in large-scale system comprised of a large
number of components. These arguments, initially articulated
in the context of economics [2], are due to inability of a
“central planner” to acquire and process all the necessary
system information in real time.

This paper evaluates the systemic benefits/risks of
decentralization on an example of selfish routing in a loss
network. Following [3]-[4] we assume that routing
information can be separated into its structural and dynamic
components, the former being stable on “much longer” time
scale than the latter. In [3]-[4] structural information was
identified with network topology while dynamic information
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was identified with less stable quality of paths across the
network. We take a more general view that network
parameters may be uncertain and model uncertainty by a
probability distribution.  This probability distribution is
“stable” and can be viewed as structural information available
to the central planner who implements the centralized routing.
The specific values of the network parameters are more
“volatile”, and thus constitute the dynamic information, which
is unavailable to the central planner but can be discovered by
selfish agents in a decentralized manner through probing. In
broader context of complex systems, structural information
characterizes the macroscopic parameters while dynamic
information can be identified with the microscopic system
state.

Our analysis under mean-field approximation indicates that
risk/benefit trade-off of allowing selfish requests to access and
exploit dynamic system information is determined by the
system load and uncertainty. The beneficial effect dominates
in a case of high system uncertainty — low load, while the
opposite is true in a case of low system uncertainty - high
load. In the intermediate cases while the beneficial effect still
dominates in the “normal” operating mode, the negative effect
manifests itself in a risk of cascading overload driving the
system to an emergent metastable, i.e., persistent, congested
mode. Since metastability is a result of non-linear stochastic
system dynamics, conventional resource allocation models
may underestimate systemic risks. Note that metastability in
large-scale loss network with dynamic routing has been
confirmed by simulations and some analytical results [5]-[7].

The paper is organized as follows. Section II describes a
model of random loss network. Section III develops mean-
field approximation for the network performance. Using this
approximation Section IV analyses and interprets this model.
Finally Section V briefly summarizes and outlines directions
of future research.

II.  Loss RANDOM NETWORK
Consider a network with N nodes, where each pair of
nodes (n,k), n,k=1,.,N, n#k is connected by an
undirected link lnk of capacity C with probability 1 — 7 and

is not connected with probability 7z. We assume that
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existence of links /, is jointly statistically independent for
(n,k), nk=1,.,N,
n+#k, and describe network topology by vector of binary
variables 0 =(J,,), where 0, =1 if link /, exists and

5nk =0 otherwise.

different origin-destination pairs

We also assume that requests with origin-destination
(n,k), n,k=1,.,N, n#k arrive at node 7 according to
a Poisson process of rate 4. Upon arrival a request with
a unit

origin-destination (72,k) immediately occupies

bandwidth on the direct link lnk if this link exists, i.e.,

5nk =1, and it has sufficient available bandwidth. Otherwise
the request is either lost or routed on a feasible two-link path
7. where both links (n,m) and (m,k) exist, ie.,

nmk

5nm = 5mk =1, and have sufficient available bandwidth. A

routed request simultaneously occupies and then releases a
unit of bandwidth on each link along the chosen route. The
request holding time is distributed exponentially with unit
average.

Our assumption that all requests have the same bandwidth

requirements allows us to measure link capacity C in terms
of the maximal number of flows the link can accommodate.

Thus, Ce {l,2,..}, and the total number of requests,
including direct and transit, carried on each link (1n,k), x,,
cannot exceed the link capacity: X, < C. We formalize the
admission and routing strategies by a set of conditional

probabilities ¢, (r|5, X) that a request arriving when the
connectivity vector is 0 =(J,) and vector of carried
requests on all links is x=(x, ) is immediately sent to a
feasible route »€ R and is lost with probability
i (®|5, x)=1 —Zr 9 (r|5, X) . Probabilities ¢, (7,X)

satisfy self-consistency conditions, e.g., a request is always
accepted on the available direct link, and a request is rejected
in neither the direct link or any two-link bypass route is
available.

We quantify the long-term system performance by the
aggregate loss rate

1
L=——FE,E L@sxsll.

Ny | Bx| 29 @10)
where Eg[.] is the mathematical expectation with respect to

network topology O, and E X (|5) is the steady-state

mathematical expectation with respect to process Xx(7)

conditioned on the network topology ¢ . One may attempt to
minimize loss rate (1) over set of conditional probabilities

Q(x)z{an(r|5,x)} representing the admission and

routing strategies.  This solution, however, may not be
implementable since it assumes that up to date vectors 0 and
X are available throughout the network. To model that only
local information is available at the point of making the
admission and routing decisions, we assume that an arriving at
node 7 request is immediately aware only the components

0,,x,,k=1,.,N;k #n characterizing the current state of

n
all links adjacent to node 7. Thus, an arriving request has no
difficulty of finding the existing available direct route.
However, finding a two-link bypass route requires non-local
information and can be done only through probing.
We assume that once an arriving at node # request
determines that the direct route is unavailable, this request

immediately attempts to find a feasible two-link route 7,

nmk *
Since in networking context a route discovery process is
typically done through probing, we assume that an arriving
request is allowed at most [ attempts. Once an available
two-link route is found, the probing stops and the request
occupies this route. If after / attempts a feasible route is not
found, the request is lost. Due to our assumption that an
arriving at node 72 request immediately becomes aware of the
status of all adjacent to node 7 links, to maximize the
probability of finding an available two-link route this request

shall probe only transit routes (72,m,k) for which the “first-
leg” link (1, m) is available, ie., §,, =1 and x,, <C—1.

nm

III. MEAN-FIELD PERFORMANCE MODEL

Evolution of our network with bypass routes is described by
Markov process y(f) =(y,(f)) where components y ()
characterize the numbers of flows in progress on all direct and
two-link routes 7. Astronomically high dimension of the
corresponding Kolmogorov system for the probabilities of this
Markov process makes solving this system computationally
infeasible even for moderate size networks. In this paper we
consider a sequence of networks with increasing the number
of nodes N — oo under assumption that asymptotically the
numbers of carried requests on different links becomes jointly
statistically independent:

J
lim PV (x, , =i, j=L../)=]]p, @
j=() J

N —oo
for any fixed J =273,..; i, = 0,1,..,C, and any set of
different existing links: {(n,,k ) o ; =1}. Assumption (2)

originated in statistical physics and was verified by numerous
simulations and extensively used for loss networks in [5]-[9].
An arriving request is rejected if the direct link is
unavailable and [ attempts to find a two-link bypass route
with available “second leg” link fail. Due to assumed
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independence (2), the request loss probability is L = Lf)ﬂ ,
where Ly =7+ (1—7)p.. Thus, the loss rate (1) is:

L=[z+(1-m)p.]" 3)

Slightly modifying results [9] one can show that under
assumption (2) the probability that an existing link has its
entire bandwidth in use is described by the corresponding
Erlang probability:

c /] c i

U U

pe="2 )0 @
¢ O/;ﬂ

where the “effective” arrival rate of requests for link

bandwidth is

1+ L,
1-1,
Combining (3)-(5) we obtain the following fixed-point

uU=21

(1-1) )

equation for probability p.:
Pc=9(pc) (6)

In a case when equation (9) has unique globally stable
equilibrium point pz , it is natural to identify this equilibrium
and the corresponding loss rate with the stable, i.e., steady-
state network state. In a case when equation (6) has multiple
locally stable equilibrium points, we interpret these points as
representing metastable, i.e., persistent network states. It the
“fast” time scale the network converges to the “closest”
metastable state, and in the “slow” time scale the network state
alternates between the metastable states. This interpretation
has been substantiated by numerous simulations and some
analytical results [5]-[9]. The next Section analyzes solution of
equation (6) as function of system parameters: [, 7, and
network utilization

2A1+x

= 7
Cl-nx @

IV. DISCUSSION

Figure 1 which sketches solution of equation (6).

(B

. o ']
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Figure 1. Solution of the fixed-point equation (6)

In cases of low and high load p < pl* and p > p; equation

(6) has unique globally stable equilibrium pz. In the

intermediate case pl* <p< p; equation (6) has two locally

stable solutions pl*c and p;C, where pl* c < p;c , separated

by an unstable solution. Due to limited space we only
consider a case of large capacity links C —> oo, when

pe=max(0, 1-C/u).

Figure 2 compares the persistent loss probabilities for
I — oo with loss probability L = max(0, 1—1/p) for the
deterministic system, which can sustain load p <1 without
losses and is fully utilized if p > 1.

L
l - P ——
r1-tx D—
1 lv o *C )
2p .
) | L=1-1p
L0 L-o |
LA \ B ’
0 14 1
2

Figure 2. Stochastic vs. deterministic model for C — oo

This comparison makes sense since for a given p,

assumption C —> oo eliminates load randomness. Indeed,
rate of Poisson request arrivals for given origin-destination
A —> oo and thus the corresponding relative standard

deviation of the amount of arriving work A0,
For sufficiently light load o <(1+7)/2 fixed point

equation (6) has unique equilibrium pz =0 which describes

lossless deterministic system: L =0. For intermediate load
(14 7m)/2<p<1 this equilibrium pl*c =0 remains as
locally stable, and thus describes lossless metastable state
L =0.
describes a congested metastable state with finite loss rate
L =1-(+m)/(2p). For sufficiently heavy load p >1

Another locally stable equilibrium p;CZI

fixed point equation (9) has unique equilibrium pz =1 which
describes stable congested mode with finite loss rate
L'=1-(1+7)/2p).

“Slow” load p increase from p=0 to p =oo results in

loss probability change along path 0ABCD, which includes
discontinues, i.e., first kind phase transition at the point

p=1. “Slow” load p decrease from p=oco to p=0
results in loss probability change along path DCS0, which
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includes continues, i.e., phase transition of the second kind at
p=(1+7)/2. The hysteresis loop ABCA is indicative of

the metastability. The deterministic model, which does not
reveal a possibility of metastable states, predicts loss rate
change along path 0ABE.

Figure 3 shows system phase diagram in parameter space

(p,7) as C —>oo.

x

‘ I' oo

‘ U, Ly
0 2 1
Figure 3. Phase diagram for C — oo

In the region of low load — high uncertainty: (p,7)e U, as

well as in the region of high load: (p,7)€ U, equation (6)

has unique globally stable equilibrium. This interpretation of
different regions in Figure 3 accounts for uncertainty in both

network topology and demand. In the region (p,7)e U,
loss rate L is a decreasing function of [/, and thus the
optimal values % =oo, L[” =0 and this equilibrium
describes “normal” stable system mode. In the region
(p,7m)e U, where loss rate L is an increasing function of
I, and thus the optimal values /" =0, L =7 and this
equilibrium describes “congested” stable system mode. In the
intermediate region (p0,7)€ U,, these both equilibria and

the corresponding system modes coexist as metastable.
Finally, Figure 4 demonstrates risks/benefits of allowing

selfish network management (black curve) vs. static
centralized management (blue curve).
L
l becomssonesns concanccnccanconc sancan e
. P
0

Figure 4. Metastable loss vs. information access for C — oo,

Allowing selfish agents to acquire and use system information
while improving system performance in metastable normal
regime worsens system performance in metastable congested
regime as compared to static centralized management.

V. CONCLUSION AND FUTURE RESEARCH

This paper indicates an intriguing trade-off between the
positive and negative effects of selfish agent ability to acquire
and exploit system information due to a possibility of
matastable, i.e., persistent, regimes. While availability of
system information to selfish agents improves performance of
the “normal” system operating mode, it may also increase
systemic risk of cascading overload driving system to the
undesirable metastable system mode. Since metastability is a
result of non-linear stochastic system dynamics, conventional
deterministic ~ resource  allocation  models  typically
underestimate or completely miss systemic risks of abrupt
system transition to an undesirable metastable state. In
particular, our analysis indicates that metastability may make
“Braess paradox” more severe than predicted by deterministic
models [1].

This paper has not considered a possibility of pricing. It is
well known that in a deterministic case congestion pricing
under certain convexity conditions incentivizes selfish elastic
users to maximize the aggregate system utility rather than the
individual utility. Performance implications of selfish agent
ability to instantaneously acquire and exploit near real-time
pricing information in stochastic resource allocation systems is
an important area of future research. We consider a specific
case of a large-scale loss network with random topology under
mean-field approximation. The main advantage of this
particular case study selection is that mean-field
approximation for these networks has been verified by
numerous simulations. Extending our analysis to other classes
of distributed systems, e.g., banking ecosystems [10] and

bandwidth allocation in the Internet, are interesting

possibilities for future research.
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