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T he National Institute of Standards and Technologyl was established by an act of Congress on March 3,
1901. The Institute's overall goal is to strengthen and advance the Nation's science and technology and

facilitate their effective application for public benefit. To this end, the Institute conducts research to assure interna-
tional competitiveness and leadership of U,S. industry, science and technology. NIST work involves development
and transfer of measurements, standards and related science and technology, in support of continually improving'
U.S. productivity, product quality and reliability, innovation and underlying science and engineering. The Institute's
technical work is performed by the National Measurement Laboratory, the National Engineering Laboratory, the
National Computer Systems Laboratory, and the Institute for Materials Science and Engineering.

The National Measurement Laboratory

Provides the national system of physical and chemical measurement;
coordinates the system with measurement systems of other nations
and furnishes essential services leading to accurate and uniform
physical and chemical measurement throughout the Nation's scientific
community, industry, and commerce; provides advisory and research'
services to other Government agencies; conducts physical and chemical
research; develops, produces, and distributes Standard Reference
Materials; provides calibration services; and manages the National
Standard Reference Data System. The Laboratory consists of the
following centers:

.The NatiolUll Engineering Laborarory

Provides technology and technical services to the public and private
sectors to address national needs and to solve national problems;
conducts research in engineering and applied science in support of these
efforts; builds and maintains competence in the necessary disciplines
required to carry out this research and technical service; develops engi-
neering data and measurement capabilities; provides engineering measure-
ment traceability services; develops test methods and proposes engi-
neering standards and code changes; develops and proposes new
engineering practices; and develops and improves mechanisms to
transfer results of its research to the ultimate user. The Laboratory
consists of the following centers:

The NatiolUll Computer Systems Laboratory

Conducts research and provides scientific and technical services to aid
Federal agencies in the selection, acquisition, application, and use of
computer technology to improve effectiveness and economy in Govern-
ment operations in accordance with Public Law 89-306 (40 U.S.c. 759),
relevant Executive Orders, and other directives; carries out this mission
by managing the Federal Information Processing Standards Program,
developing Federal ADP standards guidelines, and managing Federal
participation in ADP voluntarY standardization acti\'ities; provides scien-
tific and technological advisory services and assistance to Federal
agencies; and provides the technical foundation for computer-related
policies of the Federal Government. The Laboratory consists of the
following divisions:

The Institute for Materials Science and Engineering

Conducts research and provides measurements, data, standards, refer-
ence materials, quantitative understanding and other technical informa-
tion fundamental to the processing, structure, properties and perfor-
mance of materials; addresses the scientific basis for new advanced
materials technologies; plans research around cross-cutting scientific
themes such as nondestructive evaluation and phase diagram develop-
ment; oversees Institute-wide technical programs in nuclear reactor
radiation research and nondestructive evaluation; and broadly dissem-
inates generic technical information resulting from its programs. The
Institute consists of the following divisions:

·BasicStandards2·RadiationResearch·Chemical Physics·Analytical Chemistry

·Computingand Applied
Mathematics·Electronics and Electrical
Engineering2·ManufacturingEngineering

.. BuildingTechnology·Fire Research·ChemicalEngineering'

· InformationSystems
Engineering·Systemsand Software
TeChnology· Computer Security· Systemsand Network
Architecture·Advanced Systems

·Ceramics·FractureandDeformation'· Polymers·Metallurgy·ReactorRadiation

IHcadquartcrl and Laboralories at Gllithcnbur,. MD, unIcsa otherwise noted; mailing addrcsa
Gllithcnbur,. MD 20899.

'some diviaioaa within the ccntc:r'are located at Boulder, CO 80303.
J LocaIed at Boulder, CO, with _ cIcmeaIaat Gllithenbur,. MD.

- .nn __ ._ _ _. n _____________
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ABSTRACT

Software verification and validation 0I&V) is a broad systems engineering approach to ensure
software quality and gain optimum software performance. V&V supports the requirements for
project management and quality assurance. When used with other software engineering standards,
V&V helps to produce safe. secure. reliable, and maintainable software programs.

This report describes how the software verification and validation methodology and V&V standards
provide a strong framework for developing quality software. First. the report describes software
V&V. its objectives. recommended tasks. and guidance for selecting techniques to perform V&V. It
explains the difference between V&V and quality assurance. development system engineering. and
user organization functions. The report explains that V&V produces maximum benefits when It is
performed independent of development functions and provides a brief discussion of how V&V
benefits change when embedded in quality assurance. development systems engineering. and user
organizations. An analysis of two studies of V&V's cost-effectiveness concludes that cost
benefits of V&V's early error detection outweigh the cost of performing V&V.

Next the report describes several software engineering standards for V&V. project management.
and quality assurance. The report describes each V&V standard according to Its V&V requirements
and techniques. Then the report provides an overview description of project management and
quality assurance standards and explains how the V&V standards may be used along with them. The
report provides Insights on how to .use management. quality.. and V&V techniques and methodology to
structure.a qualitysoftwaredevelopment. .

Keywords: computer assurance; evaluation; project management; software development; software
engineering; software maintenance; software management; software safety; software security;
software standards; software testing; software verification and validation. .

. if i .'



CONTENTS

1.0 INTRODUCTION ~ :~. 1
2.0 OVERVIEW OF SOFTWARE VERIFICATIONAND VAUDATION 2

2.1 Objectives of V&V 2
2.2 Responsibilities eXV&V Versus OtherGroups 4
2.3 Organizing a V&V Effort 5
2.4 Applying V&V to a Software Ufe Cycle 6

2.4.1 Management of V&V 6
2.4.2 ConceptDefinitionEvaluatlon ~ 9
2.4.3 Requlrements Analysis 12
2.4.4 Design Evaluation 13
2.4.5 Implementation (Code) Evaluation 13
2.4.6 Testing.. ... ... 14
2.4.7 Installation and Checkout Activities 14
2.4.8 OperationsandMaintenanceEvaluationandTest ~ 15

-2.5 Effectiveness of V&V 15
3.0 STANDARDS AND GUIDEUNES FOR PLANNINGAND MANAGINGV&V 17

3.1 Organization 17
3.2 Planning and Management 19
3.3 Ute Cycle. Iteration. and Maintenance 20
3.4 V&V Phase Requirements 21
3.5 Software Test Management 21
3.6 Summary of V&V Standarcls 22

4.0 GENERAL PROJECT AND QUALITYASSURANCE STANDARDS 22-
4.1 Guidance Requiring V&V 23
4.2 Guidance Addressing V&V as Part of Project Development 26

5.0 CONCLUSIONS.. 27
6.0 REFERENCES. 28

-v-



LIST OF FIGURES

1 History of V&Vstandards 3
2 Minimumset of recommended V&Vtasks 7
3 Optional V&Vtasks and suggested applications 8
4-a Cross-reference of V&VIssues to V&Vtechnlquesjtools (part 1) 10
4-b Cross-reference of V&VIssues to V&Vtechnlquesjtools (part 2) 11
5 Selected guidance for planningV&V 18
6 Example: organizing V&Vtesting with several SWPs 19
7 Planning V&Vwith guidance fromV&Vdocuments 23
8 Example of life cycfe product and reviewrequirements 24
9 Selected guidance for projects requiringV&V 24
10 Selected guidance for projects IncorporatingV&V 26

-vi-



ACKNOWLEDGMENTS

The followingpeople have provided substantive guidance to the authors through their reviews of
this report:

Dr. WilliamBryan - Grumman Data Systems .

Aetcher Buckley - General Electric Company

Taz Daughtrey - Babcock and Wilcox

Dr. Herbert Hecht - ScHar, Incorporated

Tqm Kurihara -- Department of Defense

Dr. Jerome Mersky - Loglcon, Incorporated

George Tlce - Mentor Graphics Corporation

Dr. RichardThayer - CaliforniaState University- Sacramento

Dr. N. Pat Wilburn - Columbia Software

-vii-





1.0 INTRODUCTION

The purpose of this report Is to show how
software verification and validation ry&V)
standards establish a strong framework for
developingquality software. The key character-
Istic of softwareV&Vas an effectivestandardIs
Its broad systems engineering approach to
ensuring that quality Is built Into the software
during each software life cycle phase - an
approachoften IgnoredIntoday'shighlycompeti-
tive marketplace.

However, business and governments are
beginning to recognize that Investmentdollars
placed Into producing quality software return
better profits and Increase system safety and
security (e.g., reliability). Producing reliable
softwarerequiresthe useof softwareengineering
standards Involving both management and
product/processstandards,andthe useof many
different quality techniques - not Just review, not

Just Inspection, or not Just testing. A total
software quality program requires a well-planned,
comprehensive application of quality engineering
disciplines Implemented by all participants (e.g.,
management, technical engineering, quality
assurance team) throughout the software
development and maintenance life cycle.

Traditionally, the quality assurance standards
require the development process to conform-to
broad quality requirements Involving quality
procedures, major reviews, applicable standards,
documentation requirements. and general
software quality attributes. Most of these quality
standards do not define how to evaluate software
products for compliance with technical specifi-
cations for safety, security, quality enhancement,
and functional and performance requirements.
Software V&V fills this gap by employing
activities and tasks to provide the detailed
engineering assessment (Including testing) for
evaluating how well the software Is meeting Its
technical specifications. Software V&V stan-
dards, when Implemented In addition to other
quality standards, provide a comprehensive
computer assurance program for software
development efforts.

To provide an understanding of software V&V and
the standards which describe It, the report Is
divided Into three sections:

1) Overview of V&V Including the V&V
techniques available In each life

cycle phase to evaluate and test
software (Section 2);

2) Description of standards and
guidelines for planning and mana-
ging V&V (Section 3); and

3) Description of general project and
quality assurance standards
(Section 4).

In the section describing the overview of V&V,
the report first provides some historical Informa-
tion about V&V and its objectives. Differences In
the role of V&V from other organizations (e.g.,
quality assurance, systems engineering, and
buyer) are described. The discussion also
explains how these. other organizations can use
V&V techniques as part of their role and re-
sponsibilities. This section describes a minimum
recommended set of analyses and tests and
provides guidance on how and when to select
specific V&V techniques so that V&V resources
can be effectively focused on the more difficult
problems or areas of the software. Anally, the
report analyzes two V&V case studies to provide
opinions about where V&V was most effective.

Section 3 of the report describes several V&V
standards and guidelines which evolved In the
late 70's and early 80's. These standards are
representative of the current direction of Federal
agencies and Industries, businesses, and
academia Involved In consensus standards.
Other countries and International standards
organizations (e.g.. British Standards Institute,
Australian Standards Society, Canadian Stan-
dards Organizations, and International Standards
Organization) have recently developed, are
developing, or are considering adopting V&V
standards or quality standards referencing V&V.
Bibliographies of software engineering standards
may be found In [2,3,4].

The report compares and contrasts each V&V
standard and guideline on how It compiles with
the key V&V activities. In fact, the list of key
V&V activities forms a basic approach for
systematically evaluating any software In
determining how well the software Is satisfying
Its performance and safety/security require-
ments.

Section 4 describes the generic project manage-
ment and quality standards which require a V&V
effort or Include V&V activities as part of their
domain; some do both. These generic project

-1-
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level standards referenceV&Vto differentlevels
of detail because each Is focused on other
project management or generic qualityIssues;
However,each genericprojectlevelstandardhas
recognized the value of V&Vas a means of
evaluating software's compliance with Its
performance, and safety/security requirements.
All of the standards establish guidelines for
technical review of both the Interimand final
products of softwaredevelopmentand recognize
that these evaluationsand tests mustoccurat all
phases of the software development lifecycle.
Keydefinitionsand segments of these standards
and guidelinesare highlightedto provideInsight
on howto use the standard.

Quality software Is becomingIncreasinglymore
difficult to achieve.because of the larger com-
plexities of the problem being solved and the
largerscale ofdevelopmentefforts. The needfor
quality software Is further stressed by the
Increasinguse of softwareIncriticalapplications
not onlyIn the obviousweaponsystems butnow
In the controlof criticalday-to-daylifesustaining
functions. .This report attempts to show that V&V
Is an effective methodology for controlling
software developments and helping to build
quality Into the software before Its release for
use.

2.0 OVERVIEW OF SOF1WARE
VERIFICATION AND VALIDATION

In 1961, a softwareerrorcaused the destruction
of a Marinerpayloadon boarda radlo-controlled
Atlas booster. The Atlasguidancesoftwarehad
used Incorrectradardata to computenavigation
and steering commands. The cause was a
simple programmingerrorof misusinga hyphen
on previous data rather than on the corrected,
extrapolated data. This slmpte but expensive
error led the Air Force to require independent
review of the guidance equations and software
Implementation of all future mission-critical
space launches. This need to ensure software
quality and performance gave birth to the
methodology of software verification and
validation.

As the benefits of V&Vbecame apparent in
Improved software quality, includingsafetyand
security, more and moresystems began usingIt.
The methodologyhas proliferatedthroughoutthe
Department of Defense (000) services, the
FederalAviationAdministration,and the National

Aeronautics and Space Administration,as wellas
medical and nuclear power Industries. The key
V&Vstandards Issued since 1970 are shown in
figure 1; some agencies, like the Food and Drug
Administration, are presently deciding how to
enter V&Vrequirements Into their policies and
proCedures regarding medical devices.

In many cases, V&VIs governed by standards
establishing software development, project
management, and software quality assurance
requirements. Governmentand Industrybegan
to develop V&Vstandards because managers
needed a specificationof this methodologyfor
contract procurements and for monitoringthe
technical performance of V&Vefforts. .

2.1 Objectives or V&V

Software V&Vcomprehensivelyanalyzes and
tests software duringall stages of Its develop-
mentand maintenanceto:

o determine that It performs Its
Intended functions correctly,

o ensure tt1at It performs no unin-
tendedfunctions,and

o measureItsqualityand reliability.

SoftwareV&VIsa systems engineeringdiscipline
which. evaluates the software In.a systems
context, relative to all system elements..of
hardware, users, and other software. Like
systems engineering, It uses a structured
approach to analyze and test the software
against all system functions and all hardware,
user, and othersoftwareInterfaces.

- Softwarequalitydepends on.manyattributes,
(e.g., correctness, completeness, accuracy,
consistency, testability, safety, maintainability,
security,reusability).Each organizationInvolved
Inthe softwaredevelopmentprocess contributes
to the buildingof quality of the software.

When performed in parallel with software
development, V&Vyields several benefits:

o It uncovers high risk errors early,
giving the design team time to
evolve a comprehensive solution
rather than forcing them Into a
makeshift fix to accommodate
software deadlines.

o It evaluates the products against
systemrequirements.

-:>
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Figure 1. History or V&V standards.

o It provides management with
visibility Into the quality and
progress of the developmenteffort
that Is continuousand comprehen-
sive, not just at major review
milestones (which may occur
Infrequently).

It gives the user an Incremental
preview of system performance.
with the chance to make early
adjustments.

It provides decision criteria for
whether or not to proceed to the
next developmentphase.

V&V Is also used, because of Its analytic
approach,as a vehicleforlocatinghighriskareas
of the softwaresystem and for analyzingcritical
features (e.g., safety and security requirements)
and the relationship of those features to the
entiresystem.

Up to this point, V&Vhas been discussed as a
technical disciplineusinga systems engineering
methodologyfor analyzing the entire software
system and for driving better performance
features Into and errors out of highrisk,critical
areas of the software. An equally Important
concept of V&VIs to define whoperforms the
V&VIn that the V&Vorganization or group must
possess' the followingcharacteristics:

o

o

-3-
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INITIAL RELEASE STANDARD/REGULATION

AFR 122-9/-10 "Design Cenificatlon Program for Nuclear Weapon System Software ;
1970 . and Firmwant" for /lJr Force nudear weapon systems software!

(mandatory) i

AFR800-1. "Acquisition Management Acquisition and Support Procedures for
1975 Computer Resources In Systems" for acquisition of major /lJr Force

embedded computer systems

Mll.STD-1679 "Software Oevetopment " for Navy systems -
1978

c./

JCMPO INST 8020.1 "Safety Studies. Reviews. and Evaluation Involving Nuclear Weapon
1981 Systems" for Navy nuclear cruise missile weapon systems software ..

(mandatory)
i

ANSIIIEEE -ANS 7.4.3.2 "Application CrIteria for Programmable Digital Computer Systems In t
1982 Safety Systems of Nudear Power Generating Stations" for Nuclear

power generation embedded software

FIPSPUB101 "Guideline for Ufecycle Validation. Verification. and Testing of t
1983 Computer Software" for general guidance 10computer software

Industry

DoD-STD-2167A and 2168 "Defense System Software Development; Quality Program" for
1985-1988 development of DoC mission critical computer system software .

ANSIIIEEE-sTD 1012 "Standard for Soflware Verification and Validation Plans" for any
1986 software de\l9lopment

NASA SMAP GUIDEBOOKS "Software Verificaton and Validation for Project Managers' for
1986 software intensive systems for NASA

1
FIPSPUB132 "Guideline for Software Verification and Validation Plans" for uniform t

1987 and minimum requfremenls of V&V;adopls ANSIIIEEE 1012 i

ANSUANS 10.4 "Guldennes for V&V of Scientific and Engineering Computer
t

1987 Programs for the Nudear Industry" for scientific and engineering
I

programs (R&D)for nuclear power Industry .

ARMYREG 50-4 "Software Studies and Reviews of Nudear Weapon Systems" for
i

1986 Army nuclear weapon system software

AFSCP 800-5 "Software Independent Verification and Validation' for /IJrForce
1988 systems with potential to cause deatli. system loss. more than 5550K :

damage to equipment. or 58\19re Ulnessllnjury i:

FAA STD 0-26 (DRAFT) "National Aerospace System Software Development" for national- airspace system-advancedautomationsystem

FDAXXX "Reviewer Guidance for Computer Controlled Medical Devices' for- computer controlled mecflCal devices.



o be unbiased toward the software
solution under review (I.e., fresh
viewpoint); and

o have a comprehensive engineering
understanding of the technical
problems and the possible solutions
so as to juclgewhether performance
Is satisfied or errors exist.

In section 2.2, the report describes the roles of
the development team, quality assurance
organization, configuration and data management
groups, and V&V organization. A brief descrip-
tion Is provided of how V&V activities are
different from activities performed by other
organizations and groups. In section 2.3, the
report Identifies four methods of organizing a
V&V effort:

o IndependentV&V;or

o as partof thedevelopmentsystems
engineering group; or

o development quality assurance
group; or

o user organization.

A brief discussion Is provided on how the scope
and purpose of V&V activities and tasks differ for
these four methods of organizing a V&V effort.
Also, the advantages and disadvantages of each
method are identified.

2.2 Responsibilities of V&V Versus Other
Groups

While the techniques of V&V may be applied by
anyone Involved In software development and
maintenance, a comprehensive V&V effort Is
often administered by a specific group. Similarly
a project may have developers who are from the
end user organization or who may be contractors
or subcontractors. Other groups may be quality
assurance, configuration management and data
management. The organizational structure of a
project depends on many characteristics (e.g.,
size, complexity, purpose of the software,
corporate culture, proJectstandards, contractual
requirements). Often these groups are separate
but In many instances, especially for small
projects, the structure is not as diverse. On
these projects, the functions described In this
section must still be performed but may be
distributed differently.

A functional view demonstrates how V&V and
other groups complement their software quality
responsibilities. The software development
group builds the software product to satisfy the
established quality and performance require-
ments. The group relies on Its quality assurance
group, systems engineering, requirements
analysts, designers, programmers, testers, data
and configuration management specialists,
documentation specialists, and others.

The quality assurance group verifies that the
development process and products conform to
established standards and procedures. Via
reviews,audits, Inspections, and walkthroughs, It
acts as a formal check and balance to monitor
and evaluate software as It Is being bunt. The
software systems engineering group ensures that
the software product satisfies system require-
ments and objectives. It uses techniques such
as simulations to gain reasonable assurance that
system requirements are satisfied.

The configuration and data management groups
monitor and control the software program
versions and data during their development,
using such techniques as formal audits, change
control records, traceability of requirements, and
sign-off records. The user group must provide
assurance that the software product satisfies
user requirements and operational needs.
Typically, It uses techniques such as formal
design revlews"andacceptance testing.

The V&V group Is responsible for verifying that
the software product at each life cycle phase "

satisfies software quality attributes and that the
software product at each phase satisfies the
requirements of the previous phase. In addition,
V&V Is responsible for validating th"at the
software satisfies overall system requirements
and objectives. The activities are directed at the
software, but V&V must consider how the
software Interacts with the rest of the system,
Including hardware,users, other software, and .

with other external systems. V&V maintains Its
own configuration and data management
functions on programs, data, and documentation
received from the development organization to
assure V&V discrepancy reports are against
controlled documents and to repeat V&V tests
against controlled software releases. V&V
responsibilities may vary for different projects;
some examples are provided In section 2.3.

-4-



V&V documentation evaluation and testing are
different from those .conducted by other groups.
The quality assurance group reviews documents
for compliance to standards and performs a
check on the technical correctness of the
document contents. V&V may perform In-depth
evaluation by such activities as rederlvlng the
algorithms from basic principles, computing
timing data to verify response time requirements,
and developing control flowdiagrams to identify
missing and erroneous requirements. V&V may
suggest, If appropriate, alternative approaches.
V&V testing Is usually separate from the develop-
ment group's testing. In some .cases, V&V may
use development test plans and results and
supplement them with additional tests.

2.3 Organizing a V&V Effort

A major Influence on the responsibilities of V&V,
and Its relationship to other groups, Is to whOm
V&V reports. Four methods of organizing a V&V
effort are described: Independent; embedded In
the development system engineering group;
embedded In the development quality assurance
group; and embedded In.the user group.

The traditional approach Is that the V&V group Is
Independent of the development group and Is
called Independent V&V or rI&V. In this relation-
ship the V&V organization establishes formal
procedures for receiving software releases and
documentation from the development team. V&V
sends all evaluation reports and discrepancy
reports to both the user (or higher level manage-
ment agency In charge of the development
responsibility) and development group. To
maintain an unbiasedtechnical viewpoint,V&V

does not use any results or procedures from the
quality assurance or systems engineering groups.

The V&V tasks are oriented toward engineering
analysis (e.g., algorithm analysis, control/data
flow analysis) and comprehensive testing (e.g.,
simulation). The objective Is to develop an
Independent assessment of the software quality
and to determine whether the software satisfies

critical system requirements. Advantages of this
approach are detailed analysis and test of
software requirements; an Independent deter-
mination of how well the software performs; and
early detection of high-risk software and system
errors. Disadvantages are higher cost to the
project and additional development Interfaces.

When the V&V group is embedded In
development's systems engineering group, the
V&V tasks are to review the group's engineering
analyses (e.g., algorithm development, sizing/
timing) and testing (e.g., test evaluation or
review of the adequacy of the development test'
planning document). In some Instances, the V&V
organization may be the Independent test team
for the systems engineering group, sharing some
test data generated by the systems engineering
group. V&V's results are reviewedandmonitored
by the systems engineering and quality assur-
ance groups. An Independent V&V group
reporting to the systems engineering group Is
another alternative. Advantages to using
systems engineering personnel In the V&V tasks
are minimum cost Impact to the project; no
system learning for the staff; and no additional
development Interfaces. A disadvantage Is the
loss of engln~ering analysis objectivity.

When the V&V group Is embedded In the
development'squalityassurance group,Its tasks
take on a monitoring, auditing, and reviewing.

content (e.g., audit performance,audit support,
test witnessing, walkthrough support, documen-
tation review). In these tasks, the V&V group Is
part of quality assurance and maintains Its
relationship to systems engineering and other
development groups In the same manner as
quality assurance. The main advantages of
embedding V&V as part of quality assurance are
low cost to the project and bringing V&V analysis
capabilities Into reviews, audits, and Inspections.
A disadvantage Is the loss of an Independent
software systems analysis and test capability.

When the V&V group Is embedded In the user
group, Its tasks are an extension of the user
responsibilities. The tasks consist of configura-
tion management support of development
products, support of formal reviews, user
documentation evaluation, test witnessing, test
evaluation of the development test planning
documents, and user testing support (e.g., user
acceptance testing and Installationand checkout
testing). As an extension of the user group, the
V&V group would receive formal software product
deliverables and provide comments and data to
the development project management that
distributes the Information to its own develop-
ment team. An advantage of this approach Is the
strongsystems engineering and user perspective
that can be brought to bear on the software
product during development. Main dlsadvan-
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tages are loss of detailed analysis and test of
incremental software products (since these
typically are not formal deliverables)and error
detection and feedbackto the developmentteam
constrained by the frequency of formalproduct
dellverables. Ifthe"user grouphas an W&Vgroup
reporting to it, then the disadvantages can be
overcome. However,Inthis Instance,the project
incurs the disadvantage of havingan additional
developmentInterface.

2.4 Applying V&V to a SoCtwareLiCeCycle
The minimumrecommended V&Vtasks which
are required by the ANSI/IEEEStandard for
Software Verification and Validation Plans
(SVVP) [5] for the development phases are
shown Infigure2. Theyare consideredeffective
and applicable to all types of softwareapplica-
tions. Tailoring V&Vfor a specific project Is
accomplished by adding tasks to the minimum
set or when appropriate, deleting V&Vtasks.
Agure 3 lists some optionalV&Vtasks Inthe life
cycle phase where they most likely can be
applied,and considerationsthat one mightuse to
assign the tasks to V&V.The SVVPstandard
requires V&Vmanagement tasks spanning the

. entire software life cycle and V&Vtasks for
.operationsandmaintenance.

These V&Vtasks can be appliedto differentlife
cycle models simply-by mapping traditional
phases to the new model. Examples Include
variations of the traditionalwaterfall, Boehm's
spiral development [6}, rapid prototyplng,or
evolutionarydevelopmentmodels [7}. The V&V
tasks are fully consistent with the IEEEdraft
standard for software life cycle processes [8}.
The SWP standard specifiesminimumInputand
output requirements for each V&Vtask; a V&V
task maynot beginwithoutspecificInputs,and Is
not completeduntilspecificoutputsare complet-
ed.

2.4.1 Management oCV&V

Management tasks for V&Vspan the entire life
cycle. These tasks are to plan the V&Vprocess;
coordinate and Interpret performance and quality
of the V&Veffort; report discrepancies promptly
to the user or development group; Identifyearly
problem trends and focus V&Vactivities on them;
provide a technical evaluation of the software
performance and quality at each major software
program review (so a determination can be made
of whether the software product has satisfied its

requirementswellenoughto proceedto the next
phase); and assess the full Impactof proposed
software changes. The output of the V&V
activities consists of the Software Verification

. and ValidationPlan(SWP),task reports,phase
summary reports, final report and discrepancy
report.

Major steps In developing the V&Vplan are to:

o Definethe qualityand performance
objectives(e.g.,verifyconformance
to specifications,verifycompliance
withsafety and securityobjectives.
assess efficiency and quality of
software, and assess performance
across the full operating
environment).

o Characterizethe types of problems
anticipated In the system and
define how they would show up In
the software.

o Selectthe V&Vanalysisand testing
techniquesto effectivelydetect the
systemand softwareproblems.

The plan may include a tool acquisition and
development planand a personneltrainingplan.
The SWP is a livingdocument,constantlybeing
revised as knowledgeaccumulates about the
characteristics of the system, the software,and

the problemareas Inthe software.

An Important V&Vmanagement activity Is to
monitorthe V&Vtechnicalprogress~ qualityof
results. At each V&Vphase, planned V&V
activitiesare reviewedand newtasks are added
to focus on the critical performance/quality
functions of the software and Its system. The
monitoringactivityconducts formal reviews of
V&Vdiscrepancy reports and technical evalua-
tion results to providea check of their correct-
ness and accuracy. It Iscriticalthat tight Internal
monitoringof the qualityand accuracy of V&V
results be performed,because the development
group must allocate staff to review the V&V
results and make the necessary software
changes as IndicatedInthe V&Vresults. Ifthe
V&Vresults are erroneousor of poorquality,the
development group wastes Its time and re-
sources In the review and importantly, loses
confidence Inthe effectivenessand helpfulness
of the V&Vresults. V&Vstudies [9} have shown
that responding to discrepancy reports and V&V'
evaluation reports consumes the largest portion
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Concept-documentation
evaluation

Traceability analysis
Requirements validation

Interface analysis
Begin planning for V&V

system testing

Begin planning for V&V
acceptance testing

Traceability analysis
Design evaluation
Interface analysis
Begin planning for V&V

component testing
Begin planning for V&V

integration testing

Traceability analysis
Code evaluation
Interface analysis
Component test executio

V&V Integration-test
execution

V&V system-test
execution

V&Vacceptance-test
execution

Installation-conflguration
audit

V&V final report
generation

Satisfy user needs; constraints of interfacing systems

KEY ISSUES
/'

I:!

§~
.~:;
,."

Trace of requirements to concept ;Ii

Correctness. consistency, completeness. accuracy, r
readability.andtestability;satisfadionofsystem J
requirementsp

Hardware.software. and operator interfaces }~

Compliancewithfunctionalrequirements;performance at 1
Interfaces; adequacy of user documentation; performance W

~~~~es I
Compliancewith acceptance requirements :]

!l'

. Trace of design to requirements
Correctness; design quality

I

;:~

Correctness; data items across interface 1
Compliance to design; timing and accuracy; performanceffiJ

~ bound~es t
Compliancewithfunctionalrequirements;timingand;:!

accuracy; performanceat stress limits I.

Trace of source code to design
COrrectness; code quality
Correctness; data/control-access across interfaces
Component integrity

I

Correctness of subsystem elements; subsystem interface
requirements

Entire system at limitsand user stress conditions

of a developmentgroup's Interfacetime withthe
V&V group.

Boehm and 'Papacclo [10] report that the Pareto
analysis, that Is, 20% of the problems cause
80% of the rework costs. applies to software;
they recommend that V&V"focus on Identifying
and eliminating the specific high-riskproblems to
be encountered by a software project." This
does not mean that V&Vshould examine only
20% of the software. Rather, V&Vneeds to
examine the entire software, prioritize the
software functions by criticality,and allocate V&V
analysis resources to those areas ofthe software
which contain critical functions and high-risk
problemsO.e.,moreerror-prone).Identifyingand

Performance with operational scenarios

Operations with site dependencies; adequacy of
Installation procedure

Disposition of all errors; summary of V&Vresults

Figure 2. Miuimum set or recommended V&V tasks.

L
It

4I89-OO36-SMV-&C80

focusing on critical and high-risk areas of the
software can be addressed by two V&V methods:

o Receipt of early program deliveries
for early Identification of possible
high-risk areas of software.

o Conduct of a "criticality analysis. to
Identify the most critical functions
of the software.

When these methods are used together, V&V can
dynamically adjust V&V analysis on the most
critical areas of early program deliveries and it
can provide early feedback (I.e., V&V results) on
the quality of early program deliveries as well as
determine how well the early program deliveries
perform their critical functions.
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Providing early program.dellverles to V&Vcan be
accomplished by several methods: releasing
early program prototypes; usingan Incremental
software build approach; or handing over each
module or subfunctlon followingdevelopment
unit testing. Incrementalsoftwarebundsare one
of the most effectivemethods of providingearly
programdeliveriesto V&V.These earlydeliver-
Ies reinforce the systematic analysis and test
approach used byV&Vto examinethe software

. Insmallerpieceswhileprogressivelyevaluating
larger software pieces as each new piece Is
Integrated. High-risksoftwareareas are easierto
Identifyby using the Incrementalbuildapproach
because the V&Vcan:

o have an early lead time to evaluate
each engineeringsolutionand have
time to suggest alternative
solutionswhichcan be Incorporated
In subsequent Incrementaldeliver-
Ies withoutadverselyImpactingthe
schedule; . .

o Isolate each new set of require-
ments and evaluate their Impacton
the system performance;

o provide early Indicationsof system
performance to the user so that
adjustments can be made to refine
the desiredperformance;and

o develop trend Information about
software anomaliesand riskIssues
to allaNtime to adjust the develop-
ment and V&V resources and
planningto evolving software risk
Issues.

A software build represents a basic program
skeleton Includingdraft documentationcontain-
Ing portions of the full software capabilities.
Each successive build Integrates additional
functions Into the skeleton, permitting early
softwaredeliveriesto V&VInan orderlydevelop-
ment process. Basedondiscrepancyor progress
reports, software program management can
make the technical and managementdecisions
to refocus the V&Vand developmentteam onto
the program's specific problem areas of the
software.

Criticality analysis, a method to locate and
reduce high-riskproblems, Is performedat the
beginningof a project. It Identifiesthe functions
and modules which are required to Implement

criticalprogramfunctionsor qualityrequirements
(e.g., safety, security).The steps of the analysis
are:

o Developa blockdiagramor control-
flowdiagram of the system and its
software. Each block or control-
flow box represents a system or
softwarefunction(module).

o Trace each critical function or
quality requirement through the
block or control flONdiagram.

o Classify all traced software
functions (modules) as critical to
either the proper execution of
critical software functions or the
qualityrequirements.

o Focus additionalanalysison these
traced software functions
(modules). '

o Repeat criticalityanalysisfor each
lifecycle phase to observewhether
the Implementationdetails shiftthe
emphasisofthe criticality.

The criticalityanalysis may be used alongwith
the cross-reference matrix of figure 4-a and
figure 4-b to IdentifyV&Vtechniquesto address

- high-risk concerns. The selection of V&V
techniques to use on each critical area of the
program Is a methodof tailoringthe Intensityof
V&Vagainstthe type of riskpresent Ineach area
of the software. For example,V&Vwouldapply
algorithmanalysis to criticalnumericalsoftware
functions, and techniques such as timing
analysis, data and control flow analysis, and
Interface analysis to real-time executive func-
tions..

2.4.2ConceptDeClnitionEvaluation
In this phase, the' principal V&Vtask Is to
evaluate the concept documentation to ,deter-
mine whetherthe definedconcept satisfies user
needs and prOjectobjectives(e.g., statement of
need, projectInitiationmemo)Interms of system
performance requirements, feasibility (e.g.,
overestimation of hardware capabilities),
completeness, and accuracy. The evaluation
also Identifiesmajor constraints of Interiaclng
systems and constralnts/llmltatlons of the
proposed approach and assesses the allocation
of system functions to hardwareand software,
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where appropriate. The evaluationassesses the
criticality of each software Item defined In the
concept.

Most of the techniques In the cross-reference
matrix of figures 4-a and 4-b are described In a
publication from the National Institute of Stan-
dards and .Technology (formerlythe National
Bureau of Standards), the National BlJreauof
Standards Special Publication500-93,· Software
Validation,Verification,and Testing Technique
and Tool Reference Guide" [11]. In figure 4-a
and 4-b, the techniques are mapped against
specific V&VIssues [12] which they address.

The cross-reference matrix for selecting V&V
techniques and tools Is applicableto all phases
ofthe softwarelifecycle. Forexample,underthe
"feasibility" Issue, the figure shows several
techniques and tools, of which the five most
commonlyused are analyticmodeling,criticality
analysis, requirementsparsing,simulations,and
test data generation. Of these techniquesand
tools, analytic modeling, requirements parsing,
and simulations give the V&Vanalyst a wayto
analytically model and evaluate the desired
performance;parse the requirementto determine
Its completeness, accuracy, and correctness;
and execute test data In a simulatedoperating
environmentto determinewhetherthe simulated
performance matches the desired performance.
Criticalityanalysis Identifiesthe criticalfunctions
and their distributionwithinthe system architec-
ture. The V&Vanalyst evaluates the criticality
analysis results to determinewhetherall critical
functionsare properlyaddressed and determines
how well critical functions (e.g., security) are
partitioned within the system to minimize
Interfering "cross-talk" with non-criticalfunc-
tions.

2.4.3 RequirementsAnalysis

Poorly specified software requirements (e.g.,
Incorrect, Incomplete, ambiguous, or not
testable) contribute to software cost overruns
and problems with reliabilitydue to Incorrector
misinterpreted requirements or functional
specifications. Software that fully meets Its
requirements upon delivery often encounters
problems In the maintenance phase because
general requirements (e.g., maintainability,
quality, and reusability)were not accountedfor
duringthe originaldevelopment.Theproblemof .

outdated requirementsIs intensifiedby the very

complexity of the problemsbeing solved (which
causes uncertainty in the intended system
performance requirements) and by continual.
changes In requirements (e.g., to incorporate
new technologies, new missions, changes in
Interfacingsystems, new peoplecomingon the
scene). V&Vtasks verifythe compl~tenes~_ofall
the requirements.

. The most commonlyused optional V&Vtasks
listed In figure 3 for requirements analysis are
control flow analysis, data flow analysis, algo-
rithmanalysis,and slmulat1c5i1.Controland data
flow analysis are most applicable for real time
and data driven systems. These flowanalyses
transform logic and data requirementstext Into
graphic flowswhich are easier to analyze than
the text. PERT,state transition,and transaction
diagramsare examplesof controlflowdiagrams.
Algorithm analysis Involves rederlvatlon of

. equations or evaluationof the suitabilityof
specific numerical techniques. Simulation is
used to evaluate the Interactions of large,
complexsystems withmanyhardware,user, and
other Interfacingsoftwarecomponents.

Another activity In which V&Vplays an Important
role Is test management. V&Vlooksat alltesting
for the software system and ensures that
comprehensive testing Is planned. V&Vtest
planning begins In the requirementsphase and
spans almost the fullrange of lifecycle phases.
Test planningactivitiesencompassfourseparate
types of testing - component, Integration,
system, and acceptance testing. The planning
activities result In documentationfor each test
type consisting of a test plan, test design, test
case, and test proceduredocuments. WhenV&V
Is performed by an Independent organization,
V&Vperforms all fourtypes of testing indicated
above. When V&Vtasks are embeddedas part
of other organizations,V&Vmaynot performall
the testing but may reviewthe test plans and
test results producedbythe developmentgroup.
The followingparagraphsdescribe the four V&V
testing methods.

V&Vcomponent testing verifiesthe design and
Implementationof software units, modules, or
subelements. Typically,V&Vcomponenttesting
Is performed on only the critical components.
V&V Integration testing verifies functional
requirements as the software components are
integratedtogether. Specialattentionis focused
on software, hardware, and operator Interfaces.
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V&Vsystem testing validatesthe entiresoftware
program against system requirements and
software performance objectives. These V&V
system tests are to validate that the software
executes correctly within its stated operating
environment. The software's abilityto property
deal with anomalies and stress conditions Is
emphasized. These tests are not intended to
duplicate or replace the user's and development
group's test. responsibilities,but Insteadsupple-
ment the development testing to test behavior
not normally tested by the user or development
group.

Acceptance testing validates the software
against V&Vacceptance crtterla, defining how
the software should performwith other complet-
ed softwareand hardware. The maindistinction
between V&Vsystem and acceptance testing Is
that the formeruses a laboratoryenvironmentIn
which some system features are simulated or
performed by non-operational hardware or
software, and the latter uses an operational
environment with final configurations of other
system hardwareand softw~re. V&Vacceptance
testing usually consists of a limited number of
tests to demonstrate that the software will
execute as predicted by V&Vsystem testing in
the operational environment. Full acceptance
testing Is the responsibilityof the user and the
developmentsystems engineertnggroup.

2.4.4 DesignEvaluation
The minimumset of design phase V&Vtasks
Involving traceability, Interface analysis, and
design evaluation provides assurance that
requirements are not misrepresented or incom-
pletely Implemented.unwantedrequirementsare
not designed Intothe solutiOnby aIIersight,and
requirements are not left out of the design.
Design errors can be Introducedby Implementa-
tion constraints relating to timing, data struc-
tures, memoryspace, and accuracy,eventhough
the basic design satisfiesthe functionalrequire-
ments.

The most commonlyused V&Vtasks from the
optionalV&Vtasks listed infigure3 are algorithm
analysis, database analysis, timing/sizing
analysis, and simulation.Inthis phase, algorithm
analysis examines the correctness of the
equations or numerical techniques as in the
requirements analysisphase. but also examines
truncation and round-off effects. numerical

precision of word storage and variables (e.g.,
slngle- vs. extended-precision arithmetic). and
data typing influences. Database analysis Is
particularly useful for programs that store
program logic In data parameters. A logic
analysis of these data values Is required to
determine the effect these parameters have on
programcontrol. Timing/sizinganalysisis useful
for real-time programs having response time
requirementsand constrainedmemoryexecution
space requirements.

2.4.5 Implementation(Code)Evaluation
Clericalandsyntacticalerrorshavebeengreatly.

reduced through use of structuredprogramming
and reuse of code, adoption of programming
standards and style guides, availabilityof more
capable computer languages, better compiler
diagnostics and automated support,and, tinaHy,
more knowledgeableprogrammers. Neverthe-
less, problemsstilioccurIn translating design
Into code and can be detected with some V&V
analyses.

COmmonlyused V&Vtasks fromthe optional task
listed In figure 3 are control flow analysis.
database analysis, regression analysis. and
sizing/timinganalysis. For largecode develop-
ments, control ffow diagrams showing the
hierarchyof main routinesand their subfunctions
are useful In understandingthe flowof program
control. Database analysis Is performed on
programswithsignificantdata storage to ensure
that commondata and variableregionsare used
consistently between all call routines; data
integrityis enforcedand no data or variablecan
be accidentally overwritten by overflowingdata
tables; and data typing and use are consistent
throughout all program elements. Regression
analysis Is used to reevaluaterequirementsand
design issues whenever any significant code
change Is made. This techniqueensures project
awareness of the originalsystem requirements.
Sizing/timinganalysisIsdone duringIncremental
code development and compared against
predicted values. Significantdeviationbetween
actual and predicted values is a possible
indicationof problemsor the need.for additional
examination.

Anotherarea of concern to V&Vis the abilityof
compilers to ,generate object code that is
functionallyequivalent to the source code, that
is, reliance on the correctness of the language
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complier to make data dependent decisions
about abstract programmercoded Information.
Forcriticalapplications,this problemIssolvedby
validating the compileror by validatingthat the
objectcode producedbythe complierIsfunction-
allyequivalentto the source.

Other tasks Indicated In figures4-a and 4-b for
code evaluation are walkthroughs,code Inspec-
tions and audits. These tasks occur In Interac-
tive meetings attended by a team whichusually
Includes at least one memberfromthe develop-
ment group. Other members maybelongto the
developmentgroupor to othergroupsInvolvedIn
software development. The duration of these
meetings Is usuallyno morethan a fewhours In
which code Is examined on a IIne-by-ilnebasis.
In these dynamicsessions, It maybe difficultto
examine the code thoroughlyfor contro/loglc,
data flow, database errors, sizing, timing and
other features which may require considerable
manual or automated effort. Advanceprepara-
tion for these activities may be necessary and
Includes the optionalY&Vtasks of figure3 and
others shown Infigures4-a and 4-b. The results
of these tasks provide appropriate engineering
Information for discussion at meetings where
code Is eval~ated. Regardlessof whoconducts
or participates In walkthroughsand Inspections,
V&Vanalyses may be used to support these
meetings.

2.4.6 Testing
As already described, V&Vtest planningIs a
major portion of V&Vtest activities and'spans
severalphases. Acomprehensivetest manage-'

ment approach to, testing recognizes the
differences In objectives and strategies of
different types of testing. Effective testing
requires a comprehensive understandingof the
system. Such understanding develops from
systematicallyanalyzingthe software'sconcept,
requirements, design, and code. By knowing
Internal software details, V&Vtesting Is effective
at probingfor errorsand weaknessesthat reveal
hidden faults. This Is considered structural,or
white-box,testing. It oftenfindserrorsforwhich
some functional, or black-box,test cases can
produce the correct output despite Internal
errors. Functionaltest cases execute part or all
of the system to validate that the user require-

ment Is satisfied; these test cases cannot always
detect Intema!errors that willoccur under special
circumstances. Another V&Vtest technique Is to
developtest cases that violatesoftwarerequire-
ments. This approachIs effectiveat uncovering
basic design assumption errors and unusual
operationaluse errors.

The most commonly used optional tasks are
regressionanalysisand test, simulation,and user
documentevaluation. Userdocumentevaluation
is performedfor systems having an Important
operator Interface. For these systems, V&V
evaluates and tests the user documentationto
verifythat the operatingInstructionsare consis-
tent with the operating characteristics of the
software. The system diagnosticmessages and
operator recovery procedures are examined to
ensure their accuracy and correctness withthe
softwareoperations. '

2.4.7 Installationand CheckoutActivities

DuringInstallationand checkout,V&Vvalldates
that the software operates correctly with the
operational hardware system and with other
software, as specified In the Interface specifi-
cations. V&Vmay verify the correctness and
adequacy of the Installation procedures and
certifythat the verifiedand validatedsoftwareIs
the same as the executable code deliveredfor
Installation. There may be several Installation
sites with site-dependent parameters. V&V
verifies that the program has been accurately
tailored for these parameters and. that the
configuration,of the delivered product Is the
correctone foreach Installation.

OptionalV&Vtasks most commonlyused In this
phase are regression analysis and test, simul-
ation, and test certification. Any changes
occurringfromInstallationand test are reviewed
using regression analysisand test to verifythat
our basic requirementand design assumptions
affecting other areas of the program have not
been violated. Simulation Is used to test
operator procedures and to help Isolate any
Installationproblems. Test certification,espe-
cially In critical software systems, Is used to
demonstrate that the deliveredsoftwareproduct
Is Identicalto the softwareproductsubjected to
V&V.
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2.4.8 Operations and MaintenanceEvaluation
and Test

Foreach softwarechange madeInthe operations
and maintenancephase, all lifecycle phase V&V
activities of figure2 are consideredand possibly
repeated to ensure that nothing Is overlooked.
V&Vactivities are added or deleted to address
the type. of software change made. In many
cases, an exa!'T1lnatlonof the proposedsoftware
change shows that V&Vneeds to repeat Its
activitieson onlya smallportionofthe software.
Also, some V&Vactivities such as concept
documentation evaluation require little or no
effort to verify a small change. Smallchanges
can have subtle but significantside-effectsIn a
softwareprogram.
If V&VIs not done In the normal software
development phase, then the V&VIn the
maintenance phase must considerperforminga
selected set ofV&Vactivitiesforearlierlifecycle
phases. Some of the activities may Include
generating requirements or design Information
from source code, a process knownas reverse -
engineering. Whilecostlyand time consuming,It
Is necessary to gain highconfidencethat subtle
but.criticalerrorshave been removed.

2.5 Effectiveness of V&V

Two studies to evaluate the effectiveness of V&V

as an Independent organization used different
data and reportedon differentfactors. Whileno
direct comparisonof results Is possible,Insights
on V&V effectiveness may be gained from
understandingthe resultsof each study.

In 1982,McGarry[13] reportedthat V&Vwas not
an effective approachon three smallprojectsat
the Software Engineering Laboratory(SEL)at
NASAGoddardSpace AlghtCenter. Threeflight
dynamicsprojectsrangingInsize from 10K to
50K lines of code were selected. V&Vwas
InvolvedIn requirementsand designverification,
separate system testing. and validation of
consistency fromstart to finish. The V&Veffort
lasted 18 months and used an average of 1.1
staff-persons, peakingat 3 staff-persons. Some
results were as follows:

o Productivityof the development
teams was the lowest of any
previously monitored SEL project
(due to the V&VInterface).
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o Rates of uncoveringerrorsearlyin
the developmentcyclewere better.

o V&Vfound 2.3 errors per thousand
linesof code.

o Cost rate to fixalldiscoverederrors
was no less than Inany other SEL
project.

o Reliabilityofthe software(errorrate
during acceptance and mainte-
nance and operations) was no
differentfromother SELprojects.

Radatz's 1981 study [9] for RomeAirDevelop-
ment Center reportedV&Veffectivenessresults
forfourlargeIV&Vprojectsrangingfrom90K to
176Klinesofcode. The projectswerereal-time
command and control, missile tracking, and
avionics programs and a time-critical batch
trajectory computation program. The projects
varied from 2.5 to 4 years to develop. Two
projects started V&Vat the requirementsphase,
one at the code phase and one at testing. The
V&Vorganizationused 5 to 12 staff-personsper
project. Someresultswere:

o Errors were detected early In the
development -- 50% to 89%
detected before development
testing began.

o Large number of dlscrepancles-
were reported (total 1259) on an
average of over300 per program.

o V&Vfound an average 5.5 errors
per thousand lines of code.

o Over 85% of the errors affected
reliability a':1dmaintainability.

o Effect on programmerproductivity
was positive, that Is, hours of
programmer time saved by the
programmer'snot havingto findthe
error, minus the time required to
evaluate the V&Verror report --
total savings per errorof 1.3 to 6.1
hours of programmertime and over
7 minutesof computertime.

o For the two projects beginningat
the code phase. early error
detection savings amounted to
20% -28% of V&Vcosts; for the two
projects beginning at the require-
ments phase, early errordetection
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savings amounted to 92% -180%
of V&V costs.

There are several differences between the two
studies. The most obvious difference Is that the
largest project In the McGarry study was just
over half the size of the smallest project In the
Radatz study. Another Is that V&V found almost
twice the number of errors per thousand lines of
code In the Radatz study than In the McGarry
study. Both studies Involved projects of
considerable difficulty regardless of size. Why Is
the discovered error rate so different between
the studies? Is It reasonable to compare error
rates of small projects against error rates c:Ilarge
projects? Was either the development group or
the V&V group more experienced" In either
experiment? These questions are difficult to
answer but one tentative conclusion is that
project parameters will affect the benefits of
V&V. After an examination of both the positive
and negative benefits of V&V, some Insights are
provided on parameters that affect V&V.

Based on these studies, some positive effects of
V&V on a software project Include:

o Better quality (e.g., complete,
consistent, readable, testable) and
more stable requirements.

o More rigorous development
planning,at least to Interfacewith
the V&Vorganization.

o. Better adherenceby the develop-
ment organizationto programming
language and development
standards and configuration
managementpractices.

o Early error -detectionand reduced
false starts.

o Better schedule compltance and
progress monitoring.

o Greater project management
visibility into Interim technical
quality and progress.

o Better criteria and results for
decision-making at formal reviews
and audits.

Some negative effects of V&V on a software
development project Include:

o Additional project cost of V&V
(10%-30% extra).

o Additional Interface Involving the
development team, user, and V&V
organization (e.g., attendance at
V&V status meeting, anomaly
resolution meeting).

o Lower development staff producti-
vity If programmers and engineers
spend time explaining the system
to V&V analysts and resolving
Invalid anomaly reports.

o Additional documentationrequlre-'
ments, beyond the deliverable
products, If V&V Is receiving
Incremental program and documen-
tation releases.

o Need to share computing facilities
with, and to provide access to,
classified data for the V&V organi-
zation.

o Increased paperwork to provide
written responses to V&V error
reports and other V&V data
requirements (e.g., notices o.f
formal review and audit meetings,
updates to software release
schedule, response to anomaly
reports).

Some steps can be taken to minimize the
negative effects and to maximize the positive
effects of V&V. To recover much of the V&V
costs, V&V Is started early In the software
requirements phase to allow the earliest error
detection when correction costs are lowest. The
interface activities for documentation, data, and
software deliveries between developer and V&V
groups should be considered as an Inherently
necessary step required to evaluate intermediate
development products. This Is a necessary by-
product of doing what's right In the beginning.

To offset unnecessary costs. V&V must organize
Its activities to focus on critical areas of the
software so that it uncovers critical errors for the
development group and thereby results in
significant cost savings to the development
process. To do this, V&V must use Its criticality
analysis to Identify critical areas and It must
scrutinize each discrepancy to ensure that no
false or Inaccurate Information Is released to
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prevent the development group from wasting
time on Inaccurateor trivialreports.

To eliminate the need to have development
personnel train the V&Vstaff, It Is Imperative that
V.&V.select personnel who are experienced and
knowledgeable about the software and Its
engineering application. When V&Vengineers
and computer scientists reconstruct the specific
details and Idiosyncracies of the software as a
method of reconfirming the correctness of

. engineeringand programmingassumptions,they
oftenfindsubtle errors.TheygaindetailedInsight
In to the development process and an abilityto
spot critical errors early. The cost of the
development Interface Is minimal,and at times

. nonexistent, when the V&Vassessment Is
Independent.

Finally,the numberof discrepanciesdetected In
softwareand the ImprovementIn documentation
quality resulting from error correctionsuggests
that V&Vcosts are offsetbyhavingmorereliable
and maintainablesottware. Manycompaniesrely
on their software systems for .thelrdallyopera-
tions. Failureofthe system,loss ofdata. release
of or tampering with sensitive Informationmay
cause serious work disruptions and serious
financial Impact. The costs of V&V are "OffsetIn
many application areas by Increased reliability
during operation and reduced costs of mainte-
nance.

3.0 STANDARDS AND GUIDELINES
FOR PLANNING AND
MANAGING V&V

The documentsIn figure 5 establish guidelines
for planning and managinga V&Veffort.Their
activities produce Informationthat satisfies the
life cycle requirements of standards governing
projects.Theyhave the followingfeatures:

o RequireV&Vto determinehowwell
evolvingand finalsoftwareproducts
complywiththeir requirements.

o Permit users to select specific
techniques to satisfy their applica-
tion needs.

o Cover a broad spectrum of V&V
activities.

The NIST Issued the Federal Information
Processing StandardsPublication ·Guideline for
UfecycleValidation,Verificationand Testing,. In

1983 [14]. This document was foilaNed In 1987
with the .Guldellne for Software Verificationand
Validation Plans. [15] which adopted the ANSI/
IEEE standard for V&V planning [5]. Reference to
the guideline, APSPUB132, Includes reference to
the ANSI/lEEE specifications.

According to Branstad [1], standards for use by
large heterogeneous communities should provide
direction for specific project Implementations,
with Information on V&V planning, review points,
verification techniques, testing, and reporting.
The features In the documents listed In figure 5
Include organization guidelines, planning and
management direction, life cycle concerns, V&V
phase requirements, and software test manage-
ment. A comparison and contrast of "these
features leads to an approach for developing a
V&V effort based on the strengths of the
guidance In the documents.

3.1 Organization

V&V activities may be performed by anyone
responsiblefor assuringthe qualityof software.
Developersperform someV&V activities In the
normal course of developing their product.
Complementary, supplementary, or duplicate
V&V activities may be assignedto a software
quality assurancegroup within the developer's
company or an outside organization, usually
referredto as IV&V. In the mostformalarrange-
ment, an organizationIndependentof both the
developer and the customer of. the software
system Is contracted to perform the V&V
activities.

A masterSWP allocatesthe majortasks of all
partiesresponsiblefor V&Vactivitiesfor assuring
the qualityof the software. TheexampleofV&V

. planningIn figure6 containsseveralSWPs and
focuses on the distribution of test re-
sponsibilities;each SVVPcontains descriptions
of other V&V tasks. Incontrast, Ina smallproject
with a developer performing all the V&V activ-
Ities, the developer's SVVP may be the only
SVVP and may even be Included In the project
plan.

The example of figure 6 represents a more
complex project. The developer Is responsible
for component and Integration testing, with
Integration test documentation examined by a
IV&V organization. The IV&V organization Is
responsible for system testing and for assistance
to the customer for acceptance testing. The
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Figure 5. Selected guidance for planning V&V.

customer plans for acceptance testing. Devel-
opers and sub-developers may be part of the
development organizationwho willalso use the
software or they may be under contract to a
customer; they may be responsiblefor compo-
nent testing of their components. The master
SVVP will allocate these responsibilities; the
developer's SWP will elaborate on unittesting
and Integration testing; the IV&V'sSVVPwill
clarifyIts role In Integrationtest and acceptance
test and will contain complete planning for
system test. This example Is provided to
demonstrate that a complete system approach
whichIntegratesthe responsibilitiesof all project
groups Is essential to meetinglifecycle require-
ments forthe assurance ofsoftwarequality.

FIPSPUB101 permits performance of V&V
activities by developers, the same organization,
or some Independent group [14]. FlPSPUB132/
IEEE1012 does not requireIndependence;Itdoes
requirethe SVVPto - define the relationshipof
V&Vto other efforts such as development,
qualityassurance, configurationor data manage-
ment, or end user" [5,15].Internaland external
lines of communicationto V&Vmust be defined;
V&Vcould occur Independentlyor withinone of
the other efforts.

.U""._ _ ''''' n __ ..,__. _.___

The Air Force pamphlet, -AFSC/AFLCP800-5
Software Independent Verification and
Validation,- [16] Is concemed onlywithsoftware
IV&V. It describes V&Vactivities typically
performed by an Independent V&V group
separate fromthe developer's qualityassurance
group required by DOD-STD-2167AStandard.
- Defense System SoftwareDevelopment-[17].
The AF pamphlet provides the criteria for
selecting an Independent V&Vgroup.

The V&Vactivities of - Guidelines for the
Verification and Validation of Scientific and
EngineeringComputerProgramsfor the Nuclear
Industry,- ANS 10.4, [18] may be performedby
the program developer,as a task separate from
development, or by an W&Vagent. The gl.{ldeline
contains an example of a division of V&V
responsibilities.

The -Independent Verification and Validation of
Computer Software: Methodology" from the Jet
Propulsion Laboratory (JPL) [19] states that V&V
activities should be performedIndependentlyof
the development organizationto ensure effec-
tiveness and Integrity of the V&Veffort. The
documentallowsflexibilityInselectingthe extent
of the detailed V&Veffort It describes.
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Figure 6. Example: organizing V&V testing with several SVVPs

3.2 Planning and Management

Steps for planning an effective V&V effort Include

the following:

o determiningV&Vobjectivesand

projectneeds by performinga

crltlcalltx analysis;

o planning and organizing the full

spectrum of V&V activities over the

project;

o managing theeffort;

o reportingon theeffort.

Criticalityanalysis. The requirements of the V&V

documents are based on the criticality of the

software. FIPSPUB101 recommends specific

V &V activities for three levels of software, from a

small, simple project to a large, complex project.

The basic set Includes tasks like preparation of

the V&V plan, review and analysis of software

products, and testing; the final set Includes

correctness proofs and techniques using

sophisticated automation. Each successively

more detailed and comprehensive level Includes

activitiesof the level(s) beneath It.

FIPSPUB 132/IEEE1 012 requires an assessment

of criticalityof each software Item. For critical

software, It requires tasks of traceability,

evaluation, Interface analysis, testing, manage-

ment and reporting for each phase. It recom-

mends the same task selection for non-critical

software and provides an optional task list for all
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software. The plannerIs requiredto considerall
tasks and to justifyomissionofanyrequiredtask.

The AF pamphlet provides detailedinstructions
for conducting a criticalityassessment withfour
levels ranging from catastrophic to negligible.
The AFpamphletdefines a completemethodfor
determiningthe criticalitylevelof each software
requirement and for computing the overall
criticality level of the system. V&Vtasks are
selected based upon the computed criticality
levels, where the scope and complexityof the
V&Vactivities Increase as the criticality in-
creases.

The AFpamphletdefinesa completemethodfor
determining the criticality of each software
requirement and for computing the system's
overall criticality level. V&Vtasks are selected
by where the criticality fits Into one of three
tables, where scope and complexityincreaseas
the criticalityincreases.

Plan Preparation. FIPSPUB101, FIPSPUB132/
IEEE1012 and ANS 10.4 define the minimum
content Informationfor a software V&Vplan.
FIPSPUB101 provides an example plan in an
appendix,and FlPSPUB132/1EEE1012providesa
uniformformat for presenting the information.
Only the AF pamphlet provides guidance on
estimating the costs but Its scope does not
Includeplandefinition,formator content.

Management. FIPSPUB101, FIPSPUB132/
IEEE1012,and ANS10.4discussthe InitialSWP
and updates to it. FlPSPUB132/IEEE1012Is the
only document that requires ongoing V&V
management tasks spanning the entire project
life cycle. These IncludeSVVPgenerationand
updates, baseline change assessment for V&V
activities, managementreviews,reviewsupport,
and reporting.TheSVVPIs updatedbecauseof
project changes and changes Indicated by
findings of V&Vtasks. The AFpamphlet provides
strong direction In establishing initial software
V&Vrequirements.

Reporting. FIPSPUB101 recommends test
reports, test evaluation reports and problem
reports. FIPSPUB 132/IEEE1 012 requires
planning for V&Vreporting and specifies content
for interim and final task reports, phase summary

... --' -.-..... "-"-"- .--------.-

reports, anomaly reports, and a V&Vfinal report
after installation. The AF pamphlet makes no
recommendations on reporting of V&Vactivities.
ANS 10.4 specifies content requirements for a
test report, for a final V&Vreport after Installa-
tion, and 'for a V&Vreview report during opera-
tions and maintenance. The JPL document
suggests assessment reports after each V&V
activity.

3.3 LiCeCycle, Iteration, and Maintenance

FlPSPUB101, FIPSPUB132/IEEE1012,ANS 10.4
and the JPL document use reference life cycles,
similar to the waterfall model, as context for
presenting software V&V requirements.
FIPSPUB132/IEEE1012 identifies products for
evaluation and inputs for supporting each V&V
phase task but permits other life cycles. The AF
pamphlet Is directly tied to the life cycle require-
ments and evaluation criteria ci DOD-STD-2167A
[17].

Iteration. Only FlPSPUB132/IEEE1012makes a
direct statement about iteration; the Issue Is that
changes will be made to almost every software
system, If not during development, then during
maintenance. FlPSPUB132/1EEE1012requires a
SWP to establish a ·task Iteration polley" and to
provide for assessment of proposed software
changes for their effect on V&Vtasks and the
SVVP. FIPSPUB132/IEEE1012 requires the
master schedule to recognizi that V&Vactivities
are iterative.

Maintenance. FIPSPUB101 defines V&V
activities for the operations and maintenance
phase and recommends the repetition of V&V
activities of affected development phases.
FlPSPUB132/IEEE1012requires the InitialSWP
to include an estimate of anticipated V&V
activities during operation and maintenance; this
estimate Is updated prior to operation and
maintenance. The required management task of
baseline change assessments provides continu-
ing direction for reperforming previous or
initiating new software V&Vtasks. ANS 10.4
provides guidance in determining which V&V
activities are applicable during maintenance; it
also provides criteria for determining how to
perform software V&Von completed software
that has not undergone a V&Veffort.
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3.4 V&V Phase Requi~ments

For each phase of the life cycle, the guidance
documents address consistency, evaluation, and
review.

Consistency Between Phases. FIPSPUB101,
FIPSPUB132/IEEE1012, ANS 10.4 and the JPL
document address Internal consistency of
software products as one objective of general
evaluation activities and require traceability
analysis from the system/software requirements
through successive documentation.
FIPSPUB132/IEEE1012 requires planning for
traceability of all test documentation to the
system requirements. The AF pamphlet ad-
dresses consistency through requirements of
DOD-STD-2167A [17].

Interface analysis Is required at least Indirectly by
all the documents. FIPSPUB132/IEEE1012
requires an analysis of the software's relationship
to the total system thorough Interface analysis of
requirements documentation, design documenta-
tion, Interface documentation, and the source
code. FIPSPUB132j1EEE1012 specifies that the
software documentation Is evaluated with
hardware, software, user, and operator Interface
requirements, Including testing of the perfor-
mance at these Interfaces. The AF pamphlet
mentions checking the consistency of external
and Internal Interface requirements for the
software requirements, the design, and the code.
The JPL document provides a checklist of
Interface analysis questions.

V&V Evaluation Activities. V&V activities
selected for any effort are based upon -the
characteristics of the application or system
software under evaluation. The activities
selected are also govemed by the scope of V&V
as defined by Its organizational responsibilities.
None of the standards specify the set of V&V
activities or techniques to use for all applications.
Most, like FIPSPUB132, define a recommended
set of V&V activities based on traceability,
Interface, and phase-by-phase activities (fig. 2)
which may be tailored to each user's needs by
adding V&V techniques similar to those Indicated
In figures 3 and 4a-4b.

Review. All the V&V documents address reviews
of outputs of life cycle phases (e.g., concept
documentation, system requirements, software
management plans, user documentation).
FIPSPUB132/IEEE1012 considers conduct of

- - _. ._n . ._..

formal reviews as an optional task for V&V, but
the V&V effort provides Information for formal
reviews as a required management task. The
JPL document requires IV&V attendance at
formal review meetings.

3.5 Software Test Management

All V&V standards and guidelines Include
directives for general software testing but
FIPSPUB101, FIPSPUB132/IEEE1012. and the
JPL document define four types of testing: unit or
component test, Integration or subsystem test,
system test, and acceptance test. APSPUB132/
IEEE1012 provides criteria for system test
planning to determine If the software satisfies
system objectives.

FIPSPUB132/IEEE1012 addresses test manage-
ment by Identlfylng- objectives and a timely
sequence of test planning documentation and
execution for each test type. For each test type,
test documentation Includes plans describing the
approach, tool and training needs, objectives,
schedules, designs of the test structure and
code, cases containing the actual test data for
each test, and procedures with complete details
for executing each test. With completed test
documentation, testers should have resources
available for executing and analyzing the tests.

- For small projects,separatedocumentsmaynot
be necessary, but the total spectrum of Informa-
tion Is. FIPSPUB132/IEEE1012 requires
planning for tracing of all test documentation to
requirements. Requirements for the SVVP
overview section Include Identifying any special
tool needs for V&V activities, Including testing.

FIPSPUB101 and ANS 10.4 contain outlines of a
generic test plan. Both ANS 10.4 and the JPL
document have detailed checklists for verifying
the adequacy of a test plan. ANS 10.4 contains a
checklist for verification of test results.

The AF pamphlet allocates test activities
between developersand IV&Vaccordingto the
level of criticality; the activities range from
evaluating developers' critical test results to
conducting special tests In critical areas. ANS
10.4 defines four levels of test activities, ranging
from testing only by the software developer with
no separate V&V effort; to variations of testing by
developer and Independent team as well as
evaluation by Independent team; and finally,
complete testing performed separately by the
developer and by an Independentteam.

-21-

. -.-



FIPSPUB101recommendslevels of test cover-
age by statement, module, and logical path
coverage. FIPSPUB132/IEEE1012addresses
functional test coverage and coverage of
performance, reliability and maIntainability,and
user documentation. ANS 10.4 establishes
coverage requIrements based on software
requlreme':1ts.

3.6 Summary of V&V Standards

As IndIcated by these guIdancedocuments, a
V&V effort consIsts of tasks from a broad
spectrumof analysIsandtest techniquesto tailor
each V&V effort to project needs, where the
basictasksare the following:

o traceability of software require-
mentsthroughall documentation,

o evaluation or reviewof Interimand
final software products, Including
user documentation,

o Interface analysis,

o software testing.

By use of V&V technIques shown In figures 2, 3,
and 4a-4b and other technIques, high risk errors
are detected early, software performance Is
Improved, and hIgher confidence Is e~tabllshed In
software reliability. The additional cost of
conducting V&V Is offset by cost advantages of
early error detection and Improved software
reliability.

The V&V guidance documents complement and
supplement one another so that together they
provide valuable dIrection for anyone responsible
for the quality of software. The AF pamphlet
addresses the major activities for determining the
organization and scope of software V&V for a
project. Only APSPUB132/ IEEE1012 addresses
software V&V management throughout the life
cycle. Most guidance documents address
planning and reporting for software V&V. The
study to compare and contrast the document
content of software V&V standards and guide-
lines led to the conclusion that the documents
contribute to a systematic approach for the
planning and management of a software V&V
effort. In figure 7 each step of this systematic
approach Is mapped to those documents
provIding strong guidance for that step. For any
project, It Is Important to recognize the need to

..-.
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tailor the requIrementsof these documents to
differentlife cyclesandprojectrequirements.

4.0 GENERAL PROJECT AND
QUALITY ASSURANCE
STANDARDS

Many software engineering standards address
primary requirements for project management
and documentatIon requirements over variations
of a sImilar life cycle (fig. 8). A life cycle provides
a framework of steps, usually called phases, to
enable the coordinatIon and control of develop-
ment and the operatIon and maintenance of a
software system. Software development, at a
minImum, Includes written requirements describ-
Ing what the system must do, an overvIew design
describIng how the system will be built, a more
detailed design description from which the
programmers write the code, the code Itself, and
user documentatIon. The standards and
guidelines described In this report require review
of this documentation. Several also address the
need for and require review of documentation for
software product assurance activities: quality
assurance, V&V Including testing, and configura-
tion management. Most also call for audits
during the life cycle. The purpose of the reviews
and audits Is to ensure that the goals of each
phase's activities have been met sufficiently to
proceed to the activities of the next phase.

The project level standards (fIg. 9 and 10) are
strivIng toward recognItion t~t each participating
group has an Important role In building, review-
Ing, and assuring the quality of the software. The
major variances among the standards and
guidelines occur In the refinement of the life
cycle phases, the relationship of software phases
to system phases, and specific names for the
phases and the products produced In the phases.
Differences In specific phase and product names
do not change the need for activities to provide
the engineering Information concerning how well
the evolving software system will satisfy Its
requirements.

Projectstandardsview V&Veitheras a separate
activity performed by different groups or as an
Intrinsic activity performed by the developer. In
the first case, the standards require V&V, usually
with separate project documentation or with a
specific section of the software management
plan devoted to V&V. A criticality assessment Is
a common mechanism to determine the amount
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Figure 7. Planning V&V with guidance from V&V documents.

of and allocation of V&V activities among
different organizations. In the second case, the
standards and guidelinesaddress V&Vas a part
of project activities. Project management and
documentationdo not singleout activitieswhich
are Inherently V&Vactivities but rather include
V&Vobjectives as part of the developmenttask
(e.g., ensure that designspecificationswhichare
consistent with software requirements
specifications).

This reportprovidesa briefoverviewof howeach
group of standards relates to V&Vactivities.
Some of the documents fit into both categories
because they are used by boththe buyeragency
for total project managementand by the devel-

oper for incorporating V&Vdirectly into the
project.

4.1 Guidance Requiring V&V

The documents listed in figure 9 provide
guidance to determine when and how much
software V&Vshould be performed. In the ANSI/
IEEEStandard for Software Project Management
Plans (SPMP) [20], project support functions
such as quality assurance. configuration manage-
ment, verification and validation may be specified
in a project management plan. The ANSI/IEEE
Standard for Software Ouallty Assurance Plans
(SOAP) [21] specifies the minimumdocumenta-
tion requirements, major reviews and audits. The
SVVP Is one of four documents which are
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Figure 9. Selected guidance for projects requiring V&V.

required to ensure that the implementation of the
software satisfies system requirements. Others
Include the software requirements specification,
software design description. the software
verification and validation report, user documen-
tation, and software configuration management

plan. Reviews and audits include software
requirements review, preliminaryand critical
software design reviews, software V&V review,
functional audits. physical audits, in-process
audits, and managerial review.
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Drafts of NASAdocumentationstandardsfor
Information systems [22] have defined basic
documentation requirements for management
planning, product specifications, assurance
specifications, and management control and
status reports. The life cycle documentation
standards are Intended to selVeas a modelfor
organizing and executing the management,
engineering,andassuranceactivitiesofsoftware
development and sustaining engineering
(maintenance). The draftversion,4.2CofAugust
1988 [22], providesdocumentationrequirements
for all software V&Vimplementations,whether
performed by developer or an Independent
organization. The general project plan must
address howsoftwarequalitywillbe assured,and
must address softwareverificationand validation
for every life cycle phase. A criticalityassess-
ment of the project characteristics determines
how software V&Vwillbe Implementedfor the
NASAprojects. WhenIV&VIs used, It must be
defined in the appropriate subsection of the
product assurance plan. The publishedVersion
4.3 of the NASAdocumentation standardswas
released In February 1989 [22] and contains a
formatfor a verificationand validationplanwhich
may be used for Internal or Independent V&V.

The Space Station Program(SSP)Definitionand
Requirements Document,June 1988draft [23],
describes SoftwareProductAssurance(SPA)as
a technical discipline responsible for require-
ments, criteria,and the performanceof activities
to oversee the software safety, reliability,
maintainability, and quality assurance. Inter-
action with an Independent software V&Veffort Is
determined and monitored by the appropriate
level of software management and development
plans. There must be a process to assure that
the software life cycle produces reliable and
maintainable software. Reliability and maintain-
ability assurance includes V&V tasks (e.g.,
requirements analysis and requirements trace-
ability analysis, design analysis, fault tolerance
analysis, code evaluation and test plan
evaluation). The SPA directs that software V&V
be performed as directed by a SSP Master
Verification Process Requirements document for
each SSP element. A Level II IV&Vplan, (a
document type specific to the SSP) establishes
basic W&Vrequirements for the SSP.

In DOD-STD-2167A [17]. the software develop-
ment contractor Interfaces with the W&Vagent(s)

as specified In the contract. Contractors are
required to perform evaluations of life cycle
phase outputs. Some evaluation criteria which
are applicable are Internalconsistency, under-
standability,traceability,consistencywithvarious
documents, test coverage of requirements,and
analyses of codingtechniques,timing,and sizing
allocations. Whilea softwareV&VeffortIs not
required, the evaluation criteria are related to
objectivesof softwareV&Vactivities. Reviewof
software requirements followssystem require-
ments and system design review; software
preliminarydesign and critical design revIews
precede system design and critical design
reviews. The V&Vanalyses In the software
documentationcan provideengineeringInforma-
tion to system level reviews on how well the
softwarewillmeet system requirements.

The - MilitaryStandardDefenseSystem Software
Quality Program- DOD-STD-2168[24]. estab-
lishes requirements for a software quality
program. Contractorsdeterminewhetheran Item
or activity meets specifiedcriteriaand maintain
reports on these findings.Governmentagencies
may selVe the role of contractorsin performing
the software quality program. Many of the
evaluation requirements (e.g., product evalua-
tions, certification) can be fulfilled by the
activities of software V&V.

Each of these documentsrequiresevaluationof
the software productsfor each lifecycle phase.
either by the developeror by some other group.
The major V&Vrequirements of these documents
are summarized in the following:

o SPMP: V&Vaddressed In project
management plan

o SQAP: SWP required

o NASA & SSP: V&V must be
addressed and Is governed by each
project's characteristics

o DOD-STD-2167A: software
development contractor interfaces
with IV&Vagent whose role is
determined by AF pamphlet;
evaluation criteria must be satisfied
bycontractorand IV&V

o DOD-STD-2168: software quality
program and use of V&V deter-
mined by contractor.
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4.% Guidance Addressing V&V as Part oC
Project Development

The standards and guidelines listed In figure 10
require V&V activities as an Inherent part of a
project's life cycle activities. These activities are
not necessarily named as V&V activities but
often are named at the specific task level or even
are Implied because the evaluation obIectlves are
those that are found In the definition of specific
V&V tasks.

The Department of Interior developed a set of
documents to manage their system life cycle
[25]. These consist of a regulatory statement, a
handbook, and a detailed guide for project
managers. The handbook defines the system life
cycle and the major responsibilities and manage-
ment decision points Within that life cycle. Some
required activities, are those required In the
software V&V standards and guidelines (e.g., unit
test, system test, database validation, test
procedures, user acceptance plan and validation
procedures). The handbook states criteria for
Identifying major acquisitions for applicability.
The same criteria could be applied to determine
when a V&V effort Is applicable. The life cycle
requirements complement those of
FIPSPUB132jlEEE1012 and can be used
together. The Department of Agriculture has
adapted the Interior's guidelines for use by their
agencles-[26].

The draft Canadian standard [27] for software
quality assurance uses a significantly different

':~~:;XC:>:;;;~Z;:;:?;»:;:;9'/.¥~~~~~~»Z";';

approach by addressing a different level of
criticality and type of software In four separate
documents. Pre-developed software refers to
software prior to Issuance of a contract or
purchase order. The documentation Identifies
the following requirements for each type of
software:

critical developed software:
requirements and design reviews;
test plan, Including acceptance
test; verification plan, Including
Identification of verification of
subcontracted components and
subcontractor software quality
assurance program; validation
requirements to demonstrate
compliance with acceptance
criteria;

critical pre-developed software:
same as for critical developed
software except requirements
review Is not required;

non-critical developed software:
required verification plan with
verification and test activities;

non-critlcal pre-developed software:
no test plan, verification plan or
validation requirements.

The"Handbook on Software Quality Assurance for
the Nuclear Industry [28] has one chapter on
verification and testing. Software V&V Is under

001
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A Project Manager's Guide to Application System Life Cycle
Management
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to the Nuclear Industry
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Military Standard Defense System Software Quality Program
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Figure 10. Selected guidance Cor projects Incorporating V&V.
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the responsibility of software quality assurance,
although the verification tasks should be
performed Independent of development. The
handbook describes the concepts of verification,
general testing and acceptance testing and
suggests verification for each life cycle" phase
and provides checklists for each phase.

NASA, SSP, DOD-STD-2167A and DOD-STD-
2168 establish requirements for software
evaluation that may be satisfied by an IV&V effort
but they also place software quality requirements
on the software development contractors
themselves. While the Intent of the Air Force

pamphlet Is to determine when Independent
software V&V Is necessary, the contractors can
use the AF pamphlet to detennlne their software
V&V requirements. APSPUB132j1EEE1012fits
nicely Into the next step of planning and Imple-
menting a software V&V program within the
contractor environment, with additional guidance
corningfrom ANSandJPL .

The. key_ features of guidance documents
Including V&V as part of the project are the
foilaNing:

o DOl, DOA: life cycle management;
Internal activities of unit test,
sys!em test, test procedures,
database validation, user accept-
ance plan, and validation proce-
dures.

o CAN: verification and test activities
and performing agent detennlned
by .crltlcallty level; separate
standards.

o NUREG: Independence recom-
mended; descriptions of V&V
techniques, testing, and checklists
for each life cycle phase.

o NASA, SSP, DOD-STD-2167A,
2168: software development
contractors have responsibility for"
Internal software quality activities;
software requirements specified for
each life cycle phase.

5.0 CONCLUSIONS

Software engineering technology has matured
sufficientlyto be addressed In approved and draft
software engineering standards and guidelines.
Manyof these documents address projectlevel
requirements for reviews to ensure satisfactory
progress at Interimsteps along the life cycle.
Standards for software V&V require activities
which prcxlucethe Infonnatlonthat management
needs to decide whether or not to allow the
projectto progressto the next developmentstep
and at completionwhether or not to accept the
product. V&V coexists with other quality
engineering disciplines and complements many
of the software engineering disciplines. A major
difference between V&V and other quality
engineering functions Is that, like the developer's
activities, V&Vactivities examine the software In
detail from a systems viewpoint. Results froml

V&V analyses and tests can supply systems
engineering data for every review and audit
required by general project standards.

From this study of standards and guidelines, It
can be seen that the V&V guidance documents
can be used to complement the requirements of
the project level docUments.

United States businesses and Industries, along
with Federal agencies, spend billions annually on
computer software In many of their functions:

o to manufacture their products,

o to provide their services,

o to administer their daily activities,

o to perform their short and long tenn
management functions.

As with other products, Industries and busi-
nesses are discovering that their Increasing
dependence on computer technology to perfonn
these functions emphasizes the need for safe,
secure, reliable computer systems. They are
recognizing that software quality and reliability
are vital to the U.S.'s ability to maintain Its
competitiveness and high technology posture In
the marketplace. V&V is one of several meth-
odologies that can be used for building vital
quality software.
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