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Abstract—Physical-layer network coding (PLNC) is a novel
wireless communication technology, in which multiple transmit-
ters can send signals on the same channel to the same receiver
at the same time. Our previous studies have revealed that
PLNC can substantially improve the throughput performance
of the whole network. In this paper, we address the security
performance of PLNC. In particular, we investigate the symbol
error performance of a potential eavesdropper in the PLNC
system. Extensive simulation studies show that PLNC can provide
security means against passive eavesdroppers.

I. I NTRODUCTION

In the past decade, wireless communications and wireless
networking have been developed and deployed significantly.
In the foreseeable future, such a trend will continue and our
society will steadily moving towards the ubiquitous computing
age, in which wireless communication systems are essential
and indispensable. Despite the promising features of wireless
communications, there are still a number of challenges in the
system design.

Amongst these challenges, the security, in particular the
confidentiality, is one of the major difficult issue. This is
mainly because of the broadcasting nature of wireless com-
munications, which implies that a passive eavesdropper can
overhear the transmission.

In addition to potential external eavesdropper, the confiden-
tiality of wireless transmission may also be compromised due
to the multi-hop transmission in multihop wireless networking
technologies, such aswireless mesh networks [1]. For instance,
in a WiMAX mesh network, service providers may choose to
utilize the so-calledcustomer premise equipment (CPE) owned
by a customer to reduce the deployment cost of its network.
However, such a low-cost solution may lead to the usage of
un-trusted node in a multihop communication system.

In short, we note that the confidentiality concern is still a
major challenge in wireless communication systems. And this
is certainly not a new topic to the security community. Tradi-
tionally, a number of pioneer work [2]–[6] have been presented
to address such an issue. For instance, in [2], Shannon defined
perfect secrecy as the scenario that the eavesdropper cannot
decode any meaningful information. Since such a scenario can
be rather difficult to obtain, Wyner provided an alternative
in [3], in which he defined the secrecy rate as the rate at

which the eavesdropper’s equivocation rate is no larger than
the information rate of the legitimate receiver. Accordingto
[3], a positive secrecy rate can be obtained if the eavesdropper
receives a degraded version of the signals received by the
legitimate receiver, for discrete memoryless channel. In other
words, the noise level at the eavesdropper is larger than that
of the legitimate receiver. Wyner’s model was later extended
in [4]–[6].

Note that in most existing studies, there is a fundamental
assumption for wireless communication that a receiver can
only receive the signal from a single transmitter on a particular
radio channel at a certain time. More signals from other trans-
mitter will be considered as interference. This assumption,
however, is no longer valid inphysical-layer network coding
(PLNC) system [7]. In PLNC system, a receiver can receive
more than one signals from different transmitters on the same
radio channel at the same time.

Our previous study have revealed the potential improvement
of PLNC in terms of the throughput capacity [8]. In this paper,
we address the security performance of PLNC. In particular,
we investigate the symbol error performance of a potential
eavesdropper in the PLNC system. Specifically, we consider
two general cases: 1) the eavesdropper is an external node
in the multihop wireless path; and 2) the eavesdropper is
one of the intermediate node. Extensive simulation studies
show that PLNC can provide security means against passive
eavesdroppers.

The rest of this paper is organized as the follows. In
Section II, we present the wireless communication system
model with physical layer network coding. In Section III and
Section IV, we elaborate on the symbol error performance of
an external eavesdropper and an internal eavesdropper, respec-
tively. In these two sections, extensive simulation experiments
are conducted. We then conclude the paper in Section V.

II. PHYSICAL-LAYER NETWORK CODING

In this section, we first introduce the background of
physical-layer network coding. We then describe the basic
system model for the PLNC, the forwarding method, and the
scheduling scheme.
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A. background

In the past few years, network coding [9] has attracted
significant attention in the research community because it
has the potential to substantially improve the throughput
performance of communication networks. In general, a node
(switch and router) in current communication networks shall
forward an incoming data unit, such as a packet or a time
slot of data, to a certain output link at a later time, without
changing the content. Such an operation can be considered as
a simple “copy” function. By comparison, if network coding
is used, then the output of the node can be expressed as a
function that takes more than one previously received data
units as the inputs.

In general, network coding can be applied to both wired
and wireless networks. Particularly, in wired networks, most
existing work have been focused on the multicast scenario
[10]. In wireless networks, on the other hand, unicast traffic
can also exploit the benefits of network due to the broadcast
nature of wireless communication. In the literature, a number
of studies have been developed to address the theoretical issues
[8], [10]–[12] and practical implementations [13].

While the original design of network coding was imple-
mented in or above the data link layer, the information can
also be manipulated directly on the physical layer, which is
natural in wireless communication systems because signalscan
be added in the time domain at the receiver. Such a concept
is known asphysical-layer network coding (PLNC) [7]. In
PLNC, the intermediate nodes in a multi-hop path can receive
combined signals from different source nodes at the same time
over the same radio channel.

In traditional systems, if there are more than one signal
arrives on the same channel at the receiver, all of them are
interweaved and interfere with others. For PLNC systems,
such a scenario is acceptable because the relay nodes is
interested only in the summation, instead of individual signals.
As shown in [14], the capacity is doubled in a simple three-
node wireless communication system with symmetric 2-way
traffic. In our previous study, we have conducted theoretical
analysis to investigate the throughput capacity of random
wireless networks [8].

B. The Basic System Model

In this paper, we consider the same system model as that
in [7], [15], in which a three-node network is discussed to
demonstrate the throughput improvement over other schemes.
As shown in Fig. 1, nodesA will send informationx1 to node
B, andB sendx2 to A. Both transmission will be relayed by
nodeR. This is an typical scenario in WLAN, where relayR
is the access point (AP) andA andB are the nodes of a basic
service set (BSS).

The traditional relay schemes may take four steps to finish
the information exchange:

1) A 7→ R : x1;
2) R 7→ B : x1;
3) B 7→ R : x2;
4) R 7→ A : x2;

x1

x1+x2

x2

x1+x2

Phase I

Phase IIA R B

Fig. 1. System Model

For the same transmission requirement, the network coding
relay may take three steps. Let the information symbolsxm

be from some finite field with sizeM .
1) A 7→ R : x1;
2) B 7→ R : x2;
3) R 7→ {A, B} : xR = x1

⊕
x2;

where
⊕

denotes the summation in modulo toM . When
M = 2,

⊕
is equivalent to the XOR operation for the bit level

information. Since nodeA has thea priori information ofx1,
A can decodex2 through the modulo operationx2 = xR

⊕
x1.

Similarly, B can extractx1 through x1 = xR

⊕
x2. The

network coding scheme not only reduce one time slot for
the information exchange, but also fully exploit the broadcast
benefits of wireless channel, which is always ignored in
previous designs.

Further improvement is achieved through physical layer net-
work coding, as shown in [7], [14], [15], where the information
can be exchanged within two steps:

1) A 7→ R : x1, B 7→ R : x2;
2) R 7→ {A, B} : xR = x1 + x2;

whereA andB will transmit their information simultaneously
to the relayR at the first time slot. The relay node will
broadcast the summation ofx1 andx2 to bothA andB.

C. The Forwarding Method

To facilitate PLNC, two major forwarding methods have
been proposed. The first approach is known asamplify-and-
forward (AF), in which the relay node will simply amplify
what have been received in the first phase. For the simple
three-node model we have illustrated above, we know that the
received signal in the first time slot at the relay nodeR can
be represented by:

(hAR × x1) + (hBR × x2) + NR, (1)

where hIJ stands for the fading coefficient for the channel
from I to J , andNR represents the Gaussian noise at node
R. According to [14], in the next time slot, relay node R will
broadcast the received signal to both A and B. Therefore, node
A will receive

(hRA×hBR×x1)+(hRA×hAR×x2)+(hRA×NR)+NA. (2)

From Eq. (2) we can observe that, if node A can decode
x2 if it has the channel coefficientshAR, hBR, and hRA.
Similarly, node B can also decode messagex1 with certain
channel coefficients.

Although the AF scheme provide a solution for PLNC, our
previous investigation shows that it is not a good applica-
tion for wireless communications with more than two hops.
Therefore, in this paper, we consider the second forwarding
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Fig. 2. Received constellation at relay node for QPSK.

scheme, namely,decode-and-forward (DF). In DF, the relay
node will try to decode the received signal in such a way that
it can transmit signals with the same modulation scheme in
the second phase.

For the DF scheme, an example of the received signal at
relay node is shown in Fig. 2 where bothA and B transmit
QPSK symbols to relay. While there are four constellation
points for QPSK (solid circles), we can observe that there are
a total of nine (9) nodes for the constellations of the combined
signals (empty circles). Nevertheless, each of the nine nodes
can be assigned by two bits (indicating with circles with dash
lines). Consequently, each node in the system can use QPSK
to transmit signals.

D. The Scheduling Scheme

With the DF scheme described above, we can use a simple
scheduling scheme for the system if both node A and node
B have infinite number of messages to send. To facilitate the
discussion, we consider that the time has been partitioned into
equal-length slots. In addition, we letx1(i) andx2(i) denote
the i-th message from A to B and from B to A, respectively.
Consequently, we can express the transmitted signals by using
x1(i) andx2(i). The scheduling policy can then be described
as below.

1) In the first time slot, nodesA and B send messages
x1(1) andx2(1) to node R.

2) In the (2k)-th time slot (k ≥ 1), nodeR send message
x1(k)+x2(k) to nodesA andB.

A R B

E

Fig. 3. System Model with external eavesdropper.

3) In the (2k + 1)-th time slot (k ≥ 1), nodesA and B

send messagesx1(k+1)+x2(k) andx2(k+1)+x1(k)
to node R.
In this manner, the relay nodeR will receive

x1(k + 1) + x2(k) + x2(k + 1) + x1(k)

in time slot2k +1. Note that nodeR hasx1(k)+x2(k),
it can decodex1(k + 1)+x2(k + 1).

From the description above, we can see that an external
eavesdropper is able to decode transmitted messages between
node A and node B if and only if it starts eavesdropping from
the first time slot. In many cases, this makes the overhearing
difficult. Nevertheless, we will study this worst case in thenext
section, in which the eavsdropper starts overhearing from the
first time slot.

III. SYMBOL ERROR PERFORMANCE OF ANEXTERNAL

EAVESDROPPER

In this section, we consider the symbol error performance
of an external eavesdropper. Without losing generality, we
consider that an eavesdropper, denoted as nodeE, is located
to the left of the relay nodeR, as shown in Fig. 3.

Clearly, Fig. 3 is a special case of the secrecy systems [2].
In this paper, we follow the main idea of [3]. Particularly, in
our case, we are interested in the situation that the message
rate at nodeE is the same as the message rate at nodeA (for
decodingx2(i)) and at nodeR (for decodingx1(i) + x2(i)).
In the rest of this section, we elaborate on the symbol error
performance of nodeA, R, and nodeE.

To simplify the discussion, we assume that nodeA, B, and
R are on a straight line. Moreover, the distance between nodes
A and R is the same as the distance between nodesB and
R. We also assume that the signal propagation is governed by
the large-scale propagation effects with the well-known log-
distance path loss model [16]:

PL(dB) = PL(d0) + 10nlog(
d

d0

) (3)

wheren is the path loss exponent,d0 is the close-in refer-
ence distance, andd is the distance between transmitter and
receiver.

In Fig. 4, we first choose BPSK as the modulation scheme
for nodesA, B andR. We consider Gaussian white noise and
we let the noise level at every node be identical. In Fig. 4 (a),
we compare the symbol error ratio (SER) performance in
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Fig. 4. Symbol error performance for an external eavesdropper (n = 4).

phase I, and let the SNR at the relay node be7dB. In this
manner, the SER for decoding the summation of the two
incoming signals is about10−3, which is represented by the
blue line in Fig. 4 (a).

To evaluate the SER performance of node E, we assume a
simple scenario, in which node E is also located on the straight
line that links nodesA, B, andR. In this way, let nodeA be
located at the origin and nodeR be located at 1 unit length.
Now consider the coordinate of nodeE as the parameter, we
show the SER performance for decoding signals from node
A in Fig. 4 (a) (represented by the red line). We can clearly
observe that, the SER will increase with the increase of the
distance between nodesA and E. Particularly, if nodeE is
located at−1, then the SER performance ofE is slightly better
than the SER performance of nodeR.

However, given the same distance to nodeA, if nodeE is
between nodesA andR, the situation is completely different.
Specifically, we observe that the SER performance of node
E at location1 is much worse than that of the relay node.
The main reason for this phenomenon is that the signals from
node B become strong interference to nodeE, since it is rather
close to nodeR. We can further observe that these two curves
has an intersection point and the corresponding coordinateis

−1 −0.5 0 0.5 1
10

−5

10
−4

10
−3

10
−2

10
−1

10
0

distance between Alice and Eve

S
E

R

SNRA = SNRB, n = 2

 

 

Relay for Sum: n=2
Eve for x

a
: n=2

Fig. 5. Symbol error performance for an external eavesdropper (n = 2).

about0.8. This implies that the region that the eavesdropper
can have a better SER performance than the receiver is about
[−1, +0.8], which is smaller than the region without using
PLNC, and the latter can be directly estimated as[−1, +1].

In Fig. 4 (b), we investigate the SER performance in the
second phase. In particular, we compare the decoding of the
signals from nodeR at nodesA and E. Note that nodeA
will need the coded signalx1(1)+x2(1) so that it can decode
messagex2(1); and nodeE also needs to getx2(1) because
nodeA will send x1(2) + x2(1) in the next slot according to
our scheduling method proposed in the last section.

From Fig. 4 (b) we can observe that the SER performance
of node A is a little lower than10−3. On the other hand,
performance of nodeE is about the same if it is at the origin,
and the SER increases with the decreases of the coordinate,
since the distance between nodesE and nodeR increases.
Clearly, the eavesdropping region in the second phase is about
[0, +2]. Taking the intersection of the region of phase I and
phase II, we can get the eavesdropping region for PLNC in
this experiment as [0, +0.8], which is smaller than[−1, +1],
which is the region without using PLNC.

In our previous experiment, we have assumed that the path
loss exponent be4. In Fig. 5, we investigate another scenario
in which the path loss exponent is2, which is the value for the
classic free-space path loss model [16]. In this figure, onlythe
SER performance in the first phase is shown because the figure
for phase II is almost the same as that in Fig. 4 (b). From
this figure we observe an interesting phenomenon that the
intersection points of the two SER performance is much closer
to the origin. In particular, we note that the coordinates for
the two intersection points are about−0.8 and+0.6. In other
word, the effective eavesdropping region is now[−0.8, +0.6]
in the first phase. Compared to the previous experiment, we
observe that interference to nodeE is much larger because
the path loss exponent is now2. Consequently, the SER
performance of the eavesdropping node is further degraded,
which implies a better privacy to the transmission from node
A.

Finally, Fig. 6 compares the SER performance, in the first
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Fig. 6. Symbol error performance for an external eavesdropper with QPSK.

phase, of the relay nodeR and that of the eavesdropping node
E, when QPSK is used as the modulation method. Here we
choose the SNR atR for the signal fromA andB be 10dB,
which leads to approximately2×10−3 SER for the summation
of x1 + x2. In Fig. 6, the results forn = 2 andn = 4 are put
together so we can compare their behavior. Clearly, we observe
similar phenomenon that appears in the previous experiments,
in which BPSK is the modulation scheme.

IV. SYMBOL ERROR PERFORMANCE OF ANINTERNAL

EAVESDROPPER

In the previous section, we have discussed the SER per-
formance of an external eavesdropper. In this section, we
investigate another common scenario, in which the relay node
itself is the eavesdropper. Traditionally, if an intermediate
node is compromised, then the messages forwarded by the
compromised node are no longer secure, and thus the confi-
dentiality of the the transmission is breached in the physical
layer. However, this situation is no longer true in the PLNC
scenario, because the relay node is only responsible for decode
and forward the summation of two incoming signals. In other
words, we expect that the PLNC system shall provide strong
confidentiality against the eavesdropping at the relay node.

Fig. 7 illustrates the SER performance of decoding the
summation of the incoming signal (i.e.,x1 + x2) and the
individual signals (i.e.,x1 andx2). In Fig. 7, we assume that
the two incoming signals have the same power level. Here we
use BPSK as the modulation scheme for signals at nodesA

and B. We can observe that, while the SER performance of
the combination improves with the increase of the SNR level,
the SER performance for decoding individual messagesx1 and
x2 remain constant at about25%. This result shows that the
message can be securely transmitted through an compromised
node is the two incoming signals have the same power level
at the receiver, which is an excellent feature.

In Fig. 7 (b), we consider a slightly different scenario, in
which the signal power levels from the two source node have
3dB difference. We first observe that, in such a case, the SER
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Fig. 7. Symbol error performance for an internal eavesdropper.

performance of decoding the summation is degraded compared
to the equal power case above. For instance, in the previous
case, the SER is10−3 and the SNR is about 7dB. For the
latter case, however, to obtain the same SER may need the
higher SNR be about10dB. Nevertheless, we can still observe
that the SER performance of decoding individual message
remain much worse than that of decoding the summation, even
though the performance for decoding individual messages can
improve with the increase of SNR. Particularly, we observe
that when the higher SNR is9dB, the SER difference is more
than one order of magnitude.

From the results above, we can conclude that the PLNC
scheme can significantly improve the confidentiality against
an internal eavesdropper.

V. CONCLUSIONS

In this paper, we address the security issue in physical-layer
network coding (PLNC). Specifically, we have investigated the
symbol error performance of a potential eavesdropper in the
PLNC system. Two general cases have been investigated. In
the first case, we studied the symbol error performance of
an external eavesdropper. Simulation results demonstratethat
the PLNC can improve the security by limiting the area, in
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which eavesdropping may be able to decode the transmitted
signals. In the second case, we considered the scenario that
an intermediate relay node is compromised and acting as an
eavesdropper. Results show that it is rather difficult for the
relay node to decode individual message because the PLNC
system tries to send different signals to the same relay node
over the same channel, at the same time. In summary, extensive
simulation studies show that PLNC can provide security means
against passive eavesdroppers.
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